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Introduction

The following document outlines the steps necessary in order to successfully
integrate EZDRM with Zencoder.

The following are required for integration:

1. Zencoder account
2. CURL/ Postman knowledge (examples utilize Postman)
3. EZDRM account

Generating Keys - Widevine/PlayReady

Below are the steps to create the DRM Keys for encryption for Widevine and
PlayReady.

To request the DRM keys from EZDRM to package the media, there are two options,
you can call the EZDRM web service in a browser, or you can script this process with
curl or other web service calls.

Option 1: Request DRM keys using EZDRM Web Service

1. Call the EZDRM web service in a browser:
http://cpix.ezdrm.com/keygenerator/cpix.aspx?k=kid&u=username&p=pass
word&c=may2020-

The parameters are as follows:

Parameter Description

k kid or Key ID value (client generated) in GUID
format*

u EZDRM username

p EZDRM password

o Content ID - generic resource name/identifier
(client generated) - passed into id field

© EZDRM | www.EZDRM.com 3 (888) 636-9723 | simplify@EZDRM.com




[
I (EZDRM e

' Digital Rights Management

* To generate a GUID for the k value, you can use a GUID generator like the one
found here: http://guid-convert.appspot.com.

Key Value Definitions

Here are the descriptions of the key values returned by EZDRM:

‘This XML file does not appear to have any style i i iated with it. The d tree is shown below.

¥ <cpix:CPIX smlns:cpix="urn:dashif:org:cpix” xmlns:pske="urn:ietf:params:xmlins:keyprov:pske” id="may2820-">
¥ <o tKeylist>
entKey kid="582de6@c-86ab-41ef-a013-ae533cca5ef8” explicitTV="WC3mDAarQe+gE65TPHpeti==">

.
Srvetsc EERRURERRORIREER /- »12:rv1oc>

ylist> Iy

o id - cvalue returned, generic resource name/identifier (client generated)
o kid - Key ID in GUID format (client generated)*

o pskc:Secret key- the Secret Content Encryption Key in Base 64 generated by
EZDRM and returned as a plain value

* To generate a GUID for the k value, you can use a GUID generator like the one
found here: http://guid-convert.appspot.com.

Here Is the example XML return:

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" id="may2020-"
>

<cpix:ContentKeyList>

<cpix:ContentKey kid="582de6@c-XXXX-XXXX-2013-XXX33ccabef8" explicitIV="WCXXXXXXXX+gE65TXXXe+A==">
<cpix:Data>

<pskc:Secret>

<pskc:PlainValue>2rEsXXXXXXXXXXAhOPHCLpO==</pskc:PlainValue>

</pskc:Secret>

</cpix:Data>

</cpix:ContentKey>

</cpix:ContentKeylList>
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Option 2: Request DRM keys with curl

The second option to request DRM keys from EZDRM is to script the process with
curl or another web service call.

Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service.

curl -v http://cpix.ezdrm.com/keygenerator/cpix.aspx?k=kid&u=username&p=password&c=may2020-
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DRM for Widevine/PlayReady CENC

Zencoder API Keys

Under API overview for Zencoder, retrieve the API key you will utilize. For this
example we utilized the Full Access Key.

ZENCODER Enooomg. | R - O

INTEGRATION MODE IS ON. NEW FILE ENCODING JOBS WILL BE LIMITED TO 5 SEC TESTS. VISIT YOUR ACCOUNT PAGE TO CHANGE SETTINGS.

YTV RECUESTEULDER  APIREQUEST HISTORY NOTIFICATION HSTCR

APl Requests (Last 7 Days) Total 20 Successful 16 Failed 4

Full Access APl Keys Read-Only APl Keys Integration-Only APl Keys

Read-only AP| keys allow access to a subeet of AP Integration-only AP ke:
requesk e multipie read-only AP] Keys.

e fes!

You don't have any read-only API keys,

You don't have any integration-only API keys,

NEWREAD-ONLYKEY )

NEW INTEGRATION-ONLY KEY |
NEW FULL ACCESS KEY ) g/

POST Request in Postman

In Postman, create POST request to the API https://app.zencoder.com/api/v2/jobs

1. Under Headers, add the following Headers:
e Zencoder-Api-Key - enter your API Key in the Value field
e Content-Type - enter “application/json” in the Value field

GET b https://app.zencoder.com/api/v2/jobs m Save ¥
Params Authorization Headers (8) Body Pre-request Script Tests Settings Cookies Code

Headers @ 6 hidden

KEY VALUE DESCRIPTION *** | BulkEdit | Presets v
Zencoder-Api-Key 23372 43cb13
Content-Type application/json

2. Build the Body of the request:
e C(lick “Body” Tab and select raw and the format is JSON.
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3. Update the following parameters:

GET v | hitpsi/fapp.zencader.com/apifv2/jobs
Params Authorization Headers (10) Body @ Pre-request Script Tests Settings

@ none @ form-dsta @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON ~

1 {
2

3

4

5 "streaming_delivery format": "dash",

3 "video_bitrate": 700,

7 "type": "segmented”,

8 “drm": {

L "method”: “"cenc",

10 "content_id": "may2@28-",

11 "content_key":

13 "schemas": [

14 {

15 "type": "playready”,

16 "license_acquisition_url": "https://playresdy.ezdrm.com/cency/preauth. aspx? pX=X0000"
7 3

18

19 {

20 "type": "widevine®,

21 "provider”: "ezdrm",

22 "license_acquisition_url": "https://widevine-dash.ezdrm.com/widevine-php/widevine-foreignkey.php?pX=)00000(&k1d=582dXXXX-86ab-XXXX-a@13-X)X0Icca5efs”
23 b

24 1

25 1

e input:location of the file to be encoded (FTP site, S3 bucket, etc.
where the .mp4 can be downloaded)

e content id: enter the Content ID for the stream (your generic
resource/identifier name)

e content_key: use the pskc:Secret key value and decode from Plain
Value Base 64 to HEX format in lowercase. An example decoder can be
found at: https://tomeko.net/online_tools/base64.php?lang=en
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skc:Secret key (Base 64) = 2rESX)XOXXXXXXXAhOPHCLpQ==

¥

HEX lower case) = dab1XXXXfo6fXXXXed4XXXXd3c708ba5

¥

Add in hyphens between characters: format 8-4-4-4-12

content_key = dab1XXXX-f06f-XXXX-ed4X-XXXd3c708ba5

e kid: Key ID in GUID format (client generated)

e license_acquisition_url: provided by EZDRM including your PX Value.

PlayReady:
https://playready.ezdrm.com/cency/preauth.aspx?pX=XXXXX

Widevine:
https://widevine-dash.ezdrm.com/widevine-php/widevine-
foreignkey.php?px=XXXX&kid=582dXXXX-06ab-XXXX-a013-
XXXX3cca5ef8

Note: Your Widevine PX value is the last six characters of your
Widevine Profile ID. Your PlayReady PX value is the last six characters
of your PlayReady Profile ID. The appropriate one is required for all
packagers you use. For more details on how to find your PX value visit:
https://www.ezdrm.com/Documentation/EZDRM_Testing Playback v2.

{
"input": "https://demo.s3.amazonaws.com/zencoder/BigBuckBunny 320x180.mp4",
"outputs": [

{

"streaming_delivery_format": "dash",

"video_bitrate": 700,
"type": "segmented",
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"drm": {
"method": "cenc",
"content_id": "may2020-",
"content_key": "dablXXXX-f@6f-XXXX-ed4X-XXXd3c708bas",
"key_id": "582dXXXX-06ab-XXXX-2013-XXXX3ccabef8",
"schemas": [

{
"type": "playready",

simplified.

"license_acquisition_url": "https://playready.ezdrm.com/cency/preauth.aspx?

PX=XXXXX"
¥

{
"type": "widevine",

"provider": "ezdrm",

"license_acquisition_url": "https://widevine-dash.ezdrm.com/widevine-php/wi

devine-foreignkey.php?px=XXXX&kid=582dXXXX-06ab-XXXX-2013-XXXX3cca5ef8"

}

4. Click SEND and a temporary URL will be returned by Zencoder.

Status: 201 Created Time: 387 ms  Size: 1.02KB

Body Cookies Headers (14) TestResults

Save Responst

Pretty Raw Preview Visualize JSON ~ 5 ]
1
2 "id": 745816799,
3 "outputs”: [
4 {
5 "id": 2939010177,
6 "label": null,
7 4 "url": "https://zencoder-temp-storage-us-east-1.s3.amazonaws.com/0/20200521/76b4077987e511da26ca7160861c627a/
' 4ca12800@39143dc@e3f99¢ 156&
X-Amz-Credential=AKIA] N .F_aw54_request&X«Am2ADate=20200521T000724Z&X-AmzA Expires=86399&
X-Amz-SignedHeaders=host&X-Amz-Signature=98edb14170a59%e1ed7c5f8b1a8c62e139028218d2ele35c06dd280a1398524"
8 }
9 1
10 "test": true
1 j

5. Download the ZIP file and extract to your webserver for playback.
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Generating Keys - Apple FairPlay HLS

To request the DRM keys from EZDRM to package the media, there are two options,
you can call the EZDRM web service in a browser, or you can script this process with
curl or other web service calls.

Option 1: Request DRM keys using EZDRM Web Service

1. Call the EZDRM web service in a browser:
http://cpix.ezdrm.com/keygenerator/cpix.aspx?k=kid&u=username&p=pass

word&c=may2020-

The parameters are as follows:

Parameter

Description

k

kid or Key ID value (client generated) in GUID

format*

EZDRM username

EZDRM password

Content ID - generic resource name/identifier
(client generated) - passed into id field

* To generate a GUID for the k value, you can use a GUID generator like the one
found here: http://guid-convert.appspot.com.

Key Value Definitions

Here are the descriptions of the key values returned by EZDRM:

This XML file does not appear to have any style in

tated with it. The d

tree 1s shown below.

</c entKey>
</cpix:ContentKeylist>
¥ <cpix:DRMSystemLists

o id - cvalue returned, generic resource name/identifier (client generated)

o kid - Key ID in GUID format (client generated)*

© EZDRM | www.EZDRM.com
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o pskc:Secret key- the Secret Content Encryption Key in Base 64 generated by
EZDRM and returned as a plain value

o explicitlV - the Apple FairPlay explicit IV value

* To generate a GUID for the k value, you can use a GUID generator like the one
found here: http://guid-convert.appspot.com.

Here Is the example XML return:

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" id="may2020-"
>

<cpix:ContentKeylList>

<cpix:ContentKey kid="582de60c-XXXX-XXXX-2013-XXX33ccabef8" explicitIV="WCXXXXXXXX+gE65TXXXe+A==">

<cpix:Data>

<pskc:Secret>
<pskc:PlainValue>2rEsXXXXXXXXXXAhOPHCLpO==</pskc:PlainValue>
</pskc:Secret>

</cpix:Data>

</cpix:ContentKey>

</cpix:ContentKeyList>

Option 2: Request DRM keys with curl

The second option to request DRM keys from EZDRM is to script the process with
curl or another web service call.

Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service.

curl -v http://cpix.ezdrm.com/keygenerator/cpix.aspx?k=kid&u=username&p=password&c=may2020-

© EZDRM | www.EZDRM.com 11 (888) 636-9723 | simplify@EZDRM.com




Digital Rights Management
Simplified.

Apple FairPlay DRM for HLS

Zencoder API Keys

Under API overview for Zencoder, retrieve the API key you will utilize. For this
example we utilized the Full Access Key.

ZENCODER =i T 22 .

INTEGRATION MODE IS ON. NEW FILE ENCODING JOBS WILL BE LIMITED TO 5 SEC TESTS. VISIT YOUR ACCOUNT PAGE TO CHANGE SETTINGS.

m REGUEST BULDER AP| REQUEST HISTORY NOTIFICATION HISTGR!

API Requests (Last 7 Days) Total 20 Successful 16 Failed 4

Full Access APl Keys Read-Only APl Keys Integration-Only API Keys

or complele access to he

cess fo a subset of API Intagration-only AP keys will only create lest
e API Keys for different z

You don't have any read-only API keys.

&
- Wieddchr You don't h

= any integration-only API keys.
NEW READ-ONLY KEY )

NEW INTEGRATION-ONLY KEY |
NEW FULLACCESSKEY ) J

POST Request in Postman

In Postman, create POST request to the API https://app.zencoder.com/api/v2/jobs

1. Under Headers, add the following Headers:
e Zencoder-Api-Key - enter your API Key in the Value field
e Content-Type - enter “application/json” in the Value field

GET b https://app.zencoder.com/api/v2/jobs m Save ¥
Params Authorization Headers (8) Body Pre-request Script Tests Settings Cookies Code

Headers < 6 hidden
KEY VALUE DESCRIPTION *=** | Bulk Edit Presets

Zencoder-Api-Key e3372 #43cb13

Content-Type application/json

2. Build the Body of the request:
e C(lick “Body” Tab and select raw and the format is JSON.
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3. Update the following parameters:

GET v | hups://app.zencoder.com/apifvZ/jobs
Params Authaorization Headers (10) Body @ Pre-request Script Tests Settings
@ none  farm-data 0 x-www-form-urlencoded ® raw ? binary ) GraphQL JSON w
1 {
2 “input": "https://demo.s3.amazonaws.com/zencoder/BigBuckBunny_328x188.mpd",
3 "outputs": [
4 {
5 "type": "segmented”,
[ "drm": { "method": "fairplay" },
7 "encryption_key_url™: "skd:I;'Fps.ezdrm.comf;_‘,
2t "encryption_iv*: Y5B82D0XXXXBEABNOIAR] IOCOICCASERS™
16 i
11 ]

e input:location of the file to be encoded (FTP site, S3 bucket, etc.
where the .mp4 can be downloaded)

e encryption_key_url: build by appending the kid value to
“skd://fps.ezdrm.com/;” for example: skd://fps.ezdrm.com/;582de60c-
XXXX-XXXX-a013-XXX33cca5ef8

e encryption_key: use the pskc:Secret key value and decode from
Plain Value Base 64 to HEX format in lowercase. An example decoder
can be found at: https://tomeko.net/online_tools/base64.php?lang=en

skc:Secret key (Base 64) = 2rEsXOXOOXXXXXXARIPHCLpQ==

¥

encryption kev (HEX lower case) =
dab 1IXXXXfo6fXXXXed4XXXXd3c708ba5

e encryption_iv: use the explicitlV and decode from Plain Value Base
64 to HEX format.
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explicitlV (Base 64) = WCXXXXXXXX+ZE65TXXXe+A==

encryption iv (HEX) = 582DXXXX06ABXXXXA013IXXXXXCCASEF8

{
"input": "https://demo.s3.amazonaws.com/zencoder/BigBuckBunny 320x180.mp4",
"outputs": [
{
"type": "segmented",
"drm": { "method": "fairplay" },
"encryption_key url": "skd://fps.ezdrm.com/;582de60c-XXXX-XXXX-a013-XXX33cca5ef8",
"encryption_key": "dabIXXXXf@6fXXXXed4XXXXd3c708ba5",
"encryption_iv": "582DXXXX06ABXXXXAB13IXXXXXCCASEF8"
}
]
}
4. Click SEND and a temporary URL will be returned by Zencoder.
Status: 201 Created Time: 387ms  Size: 1.02KB Save Responst

Body Cookies Headers (14) TestResults

Pretty Raw Preview Visualize JSON 5 ]
1§
2 "id": 745816790,
3 "outputs”: [
4 {
5 "id": 2939010177,
6 "label": null,
7 "url": "https://zencoder-temp-storage-us-east-1.s3.amazonaws.com/0/20200521/76b4077987e511da26ca7160861c627a/

v 4c31280039143dcBe39906F6aa252¢@.zip2X-Amz-Algorithm=AWS4-HMAC- SHA256&
X-Amz-Credential=AKIAI456]Q76GBU7FECA%2F 20200521%2F us-east-1%2Fs3%2Faws4_request&X-Amz-Date=20200521T000724Z&X-Amz-Expires=86399&
X-Amz-SignedHeaders=host&X-Amz-Signature=98edb14170a5f9e1ed7c5f8bla8c62e139028218d2ele35c06dd280al398524"

8 }

9 1
10 "test": true
1 j

5. Download the ZIP file and extract to your webserver for playback.
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Additional Information

For additional questions and comments please contact: simplify@ezdrm.com
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