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Introduction

Digital rights management (DRM) technology provides a way, through encryption, for
content creators to protect copyrights and unauthorized distribution of their digital
media. The Wowza Streaming Cloud REST API provides integration with EZDRM to
protect content from unauthorized viewing.

Currently, the following EZDRM key management systems are supported by Wowza
Streaming Cloud:

o EZDRM Universal DRM - Supports MPEG-DASH playback for Google Widevine
and Microsoft PlayReady devices and platforms using a linked Common
Encryption (CENC) key.

« EZDRM Apple FairPlay Streaming - Supports HLS playback for content to
Apple devices with native support for the HTML 5 player in macOS Safari
browsers or Safari 11.3 on iOS.

While you can implement DRM for Apple and Widevine/PlayReady individually, in
most cases you'll want to complete both of the following tasks to ensure your stream
is protected on as many devices and platforms as possible:

e Protect streams for iOS and Apple devices with EZDRM and the Wowza
Streaming Cloud REST API

e Protect streams for Google Widevine and Microsoft PlayReady devices with
EZDRM and the Wowza Streaming Cloud REST API

Prerequisite

Important: To protect streams using EZDRM, you must have an EZDRM account,
configured appropriately for the device types you want to stream to. For
documenation and information about account setup, visit: https://www.ezdrm.com/
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Universal DRM (CENC-Widevine & PlayReady)

EZDRM Universal DRM is a combination of Google Widevine Modular with Microsoft
PlayReady; both using linked CENC keys over DASH streaming. This enables a content
owner to encrypt the media once with CENC keys and deliver either a PlayReady
License or a Widevine License depending on the player and platform calling for a
license.

Generating Keys

To request the DRM keys from EZDRM to package the media, there are two options,
you can call the EZDRM web service in a browser, or you can script this process with
curl or other web service calls.

Option 1: Request DRM keys using EZDRM Web Service

1. Call the EZDRM web service in a browser:
https://wvm.ezdrm.com/ws/Licenselnfo.asmx?op=GenerateKeys

2. Generate Key values by entering the parameters values and clicking “Invoke”.

Click here for a complete list of operations.

GenerateKeys

Test

To test the operation using the HTTP POST protocol, click the 'Invoke' button.
Parameter Value

uU:

P:
C:

Invoke
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The parameters are as follows:

Parameter Description

u EZDRM username

p EZDRM password

(o Content_ID **optional

Note: The Content_ID is optional. The first time you use this web service it will be
blank. For additional calls it can be blank for new keys or use an existing
Content_ID. Sending a Content_ID will allow you to encrypt content with the same
DRM values as other content and have that content share one license. If you
don't send this value, the web service will automatically generate a unique
Content_ID. If you call a Content_ID, you will get the back all the DRM key
information for that Content_ID.

See EZDRM KeyZ API guide at www.ezdrm.com for more details on calling existing
keys with Content_ID.

3. The response from EZDRM will ook like this:

T<EEDAM xmlnm="">
viWideVine diffgriid="WideVinel™ madatarowdrder="0" diffgrihasChanges="inserted >

wEay> WSHKEXEXXEHRT | REXER Xvnmms Koy
<FoyHEX> ShOOOOIXCNES 191 fXXe 10000 EbT </ ReyHEN>
<Koy Il WYAKKXKNK L LBEXKw+ XEXKN==</KayID>
<Koy IDOUID>3XXN000CY=-1 620X -5 XX8-800KE - 1 000X XXX Nb< / Key IDCUI D>
<Koy IDHEN SEXXNNNI 648 SHXXXNINOIXNINEE2 4 00 XE- /ey IDHEX>
T<pPESH>
ERXMEXRCE NN XN 65 kG LN KK XN OE Teb XXX 2 BTN XN KK NN NN T AN Y =
<=/PRSH>
<gerverURL> https: f fwidevine-dash.ezdre. com/prouy? pX=XI00IE < / SorverURL>
T <ferverGors
roquest={“policy*:
</BarverGot>
¥ cRpsponsaRaw
{"otatus”: "0K" , “drm”: [ {"type" : "WIDEVINE®, "aystem_id" : "edefBbaf79d6dacealcldTdedSldIled™} ), "tracks™
[{"type”:"S0", “kay_id": " WVXXKOODXLIBEX W KEXKE==" , “jay " ; " WVANEXNNEL INEX KW+ XXKKX==  “pash” ¢
[{"dem_type™: "WIDEVINE®, "data” : " EREXXXEXXNOOIXXEXXKEskGLGXIODOIXXX 6 T e XX I BRSYMXR X EXOOIXXXRRNK  ITRXR ==} 1} 1}
</ResponaeRaw>
< /WideVine>
v<PlayReady diffgr:id="PlayReadyl” modata:rowlrder="0" diffgrrhasChanges="inserted®>
“Roy>WIKEXXKXKIHET jmX XN vr==< /Foy>
CRoyHEX> ShiDOUODOOCXXS 19 1 £XXe 180000005 6bE </ KayHEX>
Eay TDOUT DS X000001 -3 63K - S XX 8- B)0KE - 1 3000 KX NN/ Koy TREUT D
w <LAURL>
https://playready.ezdre. con/cency/preauth . aspx?pX=XRXNKX
</LAURL>
#Chasckaum> IRGHIRXIIE =</ 2 /Checkaum>
</PlayReady>
</ ETDRM>

¢ “tracks®: [ {“type“:r "SD"}], “"content_id": "GIZXER0IGxXEEEXXIOCNLbg=="}
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Make note of the following values in the response from EZDRM:

e The ContentID. You'll use this to configure the stream protection in Wowza
Streaming Cloud.

Option 2: Request DRM keys with curl

The second option to request DRM keys from EZDRM is to script the process with curl
or another web service call.

Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service.

curl -v ‘https://wvm.ezdrm.com/ws/LicenseInfo.asmx/GenerateKeys?U=EZDRM USERNAME&P=EZDRM PASSWORD&C="~

Important Note: although Content_ID is optional you must pass a * for blank if you do
not specify a Content_ID.

The first time you use this web service it will be blank. For additional calls it can be blank
for new keys or use an existing Content_ID. Sending a Content_ID will allow you to encrypt
content with the same DRM values as other content and have that content share one
license. If you don't send this value, the web service will automatically generate a unique
Content_ID. If you call a Content_ID, you will get the back all the DRM key information for
that Content ID.

See EZDRM KeyZ API guide at www.ezdrm.com for more details on calling existing keys
with Content_ID.

The example above is for scripts run on Mac. When running on a PC use double quotes as
shown below:

curl -v “https://wvm.ezdrm.com/ws/LicenseInfo.asmx/GenerateKeys?U=EZDRM USERNAME&P=EZDRM PASSWORD&C="*

The parameters are as follows:

Parameter Description

V)

P EZDRM password

C Content_ID **optional, for blank pass *”
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Digital Rights Management
Simplified.

The following is returned from the web service:

<EZDRM xmlns="">
<WideVine diffgr:id="WideVinel" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<ContentID>6IXXXXOZEXAXXXXXXXXLbg==</ContentID>
<Key >W5XXXXXXXZHXTFhXXXXXvw==</Key>
<KeyHEX>5bXXXXXXXXXX9191fXXe38XXXXXX56bf </KeyHEX>
<KeyID>WVXXXXXXX11iBEXXw+XXXXX==</KeyID>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-1OXXXXXXXXXb</KeyIDGUID>
<KeyIDHEX>5XXXXXX36d85XXXXXXXXXXXXXb24XXXb< /KeyIDHEX>
<PSSH>EhXXXXXXXXXXXXXXXXX6 s KGLGXXXXXXXXQ6IebXXXZ8kSYMXXXXXXXXXXXXXXXXF3IXXXX==</PSSH>
<ServerURL>https://widevine-dash.ezdrm.com/proxy?pX=XXXXXX</ServerURL>
<ServerGet>request={"policy": "", "tracks": [ {"type": "SD"}], "content_id": "6IXXXXQZBXXXXXXXX
XXLbg=="}</ServerGet>
<ResponseRaw>
{"status":"OK","drm": [{"type" : "WIDEVINE", "system_id":"edef8ba979d64acea3c827dcd51d21ed"}], "tracks":[{"type
"i"SD", "key_id":" WVXXXXXXX1iBEXXw+XXXXX==","key" :" WSXXXXXXXZHXTFhXXXXXvw==","pssh":[{"drm_type":"WIDEVIN
E","data" : " ERXXXXXXXXXXXXXXXXX6SKGLGXXXXXXXXQ6IebXXXZ8kSYMXXXXXXXXXXXXXXXXJ3IXXXX=="}]}]}</ResponseRaw>
</WideVine>
<PlayReady diffgr:id="PlayReadyl" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<Key >W5XXXXXXXZHXTFhXXXXXvw==</Key>
<KeyHEX>5bXXXXXXXXXX9191fXXe38XXXXXX56bf</KeyHEX>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-1OXXXXXXXXXb</KeyIDGUID>
<LAURL>https://playready.ezdrm.com/cency/preauth.aspx?pX=XXXXXX</LAURL>
<Checksum>1Xg+XXXXXX0=</Checksum>
</PlayReady>
</EZDRM>
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Digital Rights Management
ified.

Simplified.

Configure the stream for Universal DRM protection

To protect a stream using the EZDRM key you obtained in the previous step, you'll
need to set the following EZDRM properties on the transcoder.

section key value Description

ezdrm username string Your EZDRM user name

ezdrm password string Your EZDRM password

ezdrm wideVineContentld | string The content ID you generated
from EZDRM.

Note: While the key name
indicates this value is for
Widevine, this sets the value
for both Widevine and
PlayReady DRM.

You can configure the EZDRM properties when you create a transcoder or by
updating an existing transcoder.

Note: Wowza Streaming Cloud does not validate the EZDRM values you specify in
these properties. Make sure you enter the correct values.
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EZDRM
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WSC API Key and Access Key

The API key is a 64-digit alphanumeric string. Each Wowza Streaming Cloud account
has one unique API key used to authenticate HTTP requests. The API key can't be
changed or deleted. To find your API Key, under your username menu, select Account
Settings.

WOWZA
. STREAMING i -+Add Live Stream Monitor  /# Advanced ~

cLouD

Home / Accass Keys
y |l Usage

== Account Settngs & Wowza Streaming Cloud REST API = Account setings

API Access
The Wowza Streaming Cloud REST AP allows you to use HTTP requests to create and control resources like live streams, transcoders, stream Sources, stre: 2 \yowza Home 4

# Integrations To authenticate your requests to Wowza Streaming Cloud, you need two keys

vza Streaming Cloud account (® Sign Out
Streamina Cloud account. You can create a Uniaue 2Ccess kev for £ach USEr Tat Win wowoww v oo o o

- APIkey - The key that authenticates HTTP requests. Cne per \A
« Access kev - The kev that arants AP| access to a user of a

My Account

Locate your on the API Access Page

#A  +AddLive Stream onitor  FAdvanced ~ R~  @Heb - | (@AlSystems Operational

=Account Setiings & Wowza Streaming Cloud REST AP

API Access
The Wowza Streaming Cloud REST API allows you to use HTTP requests to create and control resources like live streams, transcoders, stream sources, stream targets, recordings, and schedules

# Integrations To authenticate your requests to Wowza Streaming Cloud, you need two keys

+ APIkey - The key that authenticates HTTP requests. One pe
« Access key - The key that grants AP access to a user ofa W

2 Streaming Cloud account

)
& My Account za Streaming Cloud account. You can create a unique access key for each user that will access the REST API

To learn more about the HMAC authentication method that Wowza Streaming Cloud uses, see " Authentication

APl KEY

The API key is a 64-digit alphnumeric string. Each Wowza Streaming Cloud account has one unique AP key used to authenticate HTTP requests. The AP key can't be changed or deleted. Your API key s

NtKRQFytjd14, »h3wass 16

ACCESS KEYS © Add Access Key

An access key is a unique, 64-digit alphanumeric string, created by a user. The list below shows your available access keys. Before you can use the REST AP, you need at least one access key. Click Add Access Key
to create an access key.

No Access Keys Available

0 access keys total

An Access Key is a unique, 64-digit alphanumeric string, created by a user. Before
you can use the REST API, you need at least one access key. Click Add Access Key to
create an access key.
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@teh - @ AlSystems Operational

#  +AddLive Stream Monitor  Advanced

Home / Access Keys

= Account Setings &, Wowza Streaming Cloud REST API

APl Access
The Wowza Streaming Cloud REST API allows you to use HTTP requests to create and control resources like live streams, transcoders, stream sources, siream targets, recordings, and schedules.

# Integrations To authenticate your requests to Wowza Streaming Cloud, you need two keys:

& My Account « APIkey - The key that authenticates HTTP requests. One per Wowza Streaming Cloud account.
My « Access key - The key that grants API access to a user of a Wowza Streaming Cloud account. You can create a unique access key for each user that will access the REST API

To learn more about the HMAC authentication method that Wowza Streaming Cloud uses, see " Authentication

APl KEY
The AP key is a 64-digit alphnumeric string. Each Wowza Streaming Cloud account has one unigue AP key used to authenticate HTTP requests. The API key can't be changed or deleted. Your API key is:

NtKRQFytjd14, »h3wass 16

© Add Access Key.

ACCESS KEYS

An access key s a unique, 64-digit alphanumeric string. created by a user. The list below shows your available access keys. Before you can use the REST AP, you need at least one access key. Click Add Access Key

to create an access key.

No Access Keys Available
0 access keys total

Be sure the Enabled checkbox is checked (Enabled makes the key available for use).
Then click Add to create a new Access Key.

& DAVID EISENBACHES Qe © Al Systems Operational

A  +AddLive Stream

Home / Access Keys / New Access Key

= Account Setings Add Access Key

@ API Access Access Key
Hide Help »
An access key is a unique, alphanumeric string that you can use to

* = Required field

authenticate RESTIUI HTTP requests. Select Enabled to make the key
available for use, or deselect Enabled to make it unavailable. Provide
or edit the optional Description for the key, If desired.

# Integrations

O My Account Enabled
Adisabled access key can't be used to make API requests
You can enable or disable keys that are autogenerated for Wowza
Description Streaming Engine, but you can't but edit their Description
his k

Enter an optional description

cancel | JLYXGE

The Access Key will now be available under API Access:

4R~ @Hep - G AISysiems Operational

Monitor  JAdvanced

Home / Access Keys

= Account Settings & Wowza Streaming Cloud REST API

APl Access

% Integrations To authenticate your requests to Wowza Streaming Cloud, you need two keys:

2 My Account « APIkey - The key that authenticates HTTP requests. One per Wowza Streaming Cloud account.
W « Access key - The key that grants API access to a user of a Wowza Sireaming Cloud account. You can create a unique access key for each user inat will access the REST AP

To learn more about the HMAC authentication method that Wowza Streaming Cloud uses, see (Z Authentication

APl KEY
The API key is a 64-digit alphnumeric string. Each Wowza Streaming Cloud account has one unique AP! key used to authenticate HTTP requests. The API key can't be changed or deleted. Your API key is:

NIKRQFytjd14, »h3wa3616

ACCESS KEYS © Add Acoess Key
An access key s a unique, 64-digit alphanumeric string, created by a user. The list below shows your available access keys. Before you can use the REST ARI, you need at least one access key. Click Add Access Key
to create an access key.

vg452C QUpew3254 Updated: 05 March 2021 02:15 PM EST @

[ Enavica JEEERVICZN

1 access key total
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Configure Universal DRM when creating a new transcoder
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To configure DRM when creating a new transcoder, utilize curl or emulate in Postman
as shown (POST to https://api.cloud.wowza.com/api/v1.6/transcoders) and update

the values as shown in the following example:

curl -X POST \

-H "Content-Type: application/json" \

-H "wsc-api-key: ${WSC APT KEYI" \

-H "wsc-access-key: ${WSC _ACCESS KEY}" \

-d '

"transcoder": {

"billing_mode": "pay_as_you_go",
"broadcast_location": "us_west_california",
"buffer_size": "4000",
"delivery_method": "push",
"name": " MyTranscoder",
"protocol”: "rtmp",
"transcoder_type": "transcoded",

"properties": [

"key": "username",
"section": "ezdrm",
"value": " r_ezdrm rname"

1

"key": "password",

"section": "ezdrm",

"value": "your ezdrm password"
}}

"key": "wideVineContentId",

"section": "ezdrm",

"value": "content id from ezdrm"

}
}' "${WSC_HOST}/api/${WSC_VERSION}/transcoders"
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POST ¥ | hups:i¥fapi.cloud.wowza.com/apifvl.bftranscoders
Params Authorization Headers (10) Body Pre-request Script Tests Settings
KEY VALUE [
Content-Type application/json
wsc-api-key NtKRQFytjd14opQEHwW3ksP5dCbhx5Hb3WWUH2upcRwiQ...
wsC-access-key vgd5zGlY 4 X5VIsbs4K8SyiftVNNmrVHKCFOLAR31 TcLS8RODY. .
Key Value

POST * | hupsifiapi.cloud wowza.com/apifvl.6itranscoders Save ¥

Params Authorization Headers (11) Body Pre-request Script Tests Settings Cookies Code

® none @ form-data @ x-www-form-urlencoded @ binary @ GraphQL Beautify

1 ff "
2 "transcoder": {
=] "billing_mode": "pay_as_you_go",
4 "broadcast_location": "us_west_california”,
5 "buffer_size": "4008",
[ "delivery_method": "push",
74 "name": " MyTranscoder”,
8 "protocol™: "rtmp",
9 "transcoder_type": "transcoded”,
19 "properties”: [
11 5
12 "key™: "username"”,
13 "section": "ezdrm", T
Body Cookies Headers (35} TestResults €% Status: 201 Created  Time: 1382ms  Size: 276 KB Save Response »
Pretty Raw Preview Visualize JSON - 5 mQ
51 T "
52 1.
53 "wowz": [
54 1
55 "name": "source”,
56 "url": “wowz://94da@f.entrypoint.cloud.wowza.com:1935/app-9L55c110/9bleb@99"
57 }
58 1
59 "webrtc": [
50 1
61 "name": "source",

Sample response

"transcoder": {
"id": "gpdXXXzv",

"name" : MyTranscoder",
"transcoder_type": "transcoded",
"billing_mode": "pay_as_you_go",

"broadcast_location": "us_west_california”,
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"closed_caption_type": "none",
"protocol”: "rtmp",
"delivery_method": "push",
"source_port": 1XX5,
"domain_name": "94XXXXf.entrypoint.cloud.wowza.com",
"application_name": "app-9XXXX110",
"stream_name": "4XXXXX47",
"playback_stream_name": "9b1XXXX9",
"delivery_protocols": [

"rtmp",

"rtsp",

"wowz",

"hls",

"webrtc"
1,
"buffer_size": 4000,
"low_latency": false,
"stream_smoother": false,
"idle_timeout": 1200,
"play_maximum_connections": 10,
"disable_authentication": false,
"username": "client64782",
"password": "9XXXX2ed",
"watermark": false,
"created_at": "2021-03-08T13:48:08.000Z",
"updated_at": "2021-03-08T13:48:08.000Z",
"direct_playback_urls": {

"hls": [

{
"name": "default",

"url": "https://9XXXXf.entrypoint.cloud.wowza.com/app-9LXXXXX0/ngrp:9bXXXX99_all/playl

ist.m3u8"
}
1,
"rtmp": [
{
"name": "source",
"url™: "rtmp://9XXXXf.entrypoint.cloud.wowza.com/app-9LXXXXX0/9bXXXX99"
}
1
"rtsp": [
{

"name": "source",

"url": "rtsp://9XXXXf.entrypoint.cloud.wowza.com:1935/app-9LXXXXX0/9bXXXX99"
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}
1,
"wowz": [
{
"name": "source",
"url": "wowz://9XXXXf.entrypoint.cloud.wowza.com:1935/app-9LXXXXX0/9bXXXX99"
}
1,
"webrtc": [
{
"name": "source",
"url": "wss://9XXXXf.entrypoint.cloud.wowza.com/webrtc-session.json",
"application_name": "app-9LXXXXX@",
"stream_name": "9bXXXX99"
}
]
1
"outputs": []

Configure DRM on an existing transcoder

To configure DRM on an existing transcoder, utilize curl or emulate in Postman as
shown (PATCH to https://api.cloud.wowza.com/api/v1.6/transcoders/[transcoder _id] )
and update the values as shown in the following example.

Find your Transcoder IDs under the Advanced menu / Transcoders:

WOWZA
CSBE'SMING | +AddLive Stream  =EMonitor  # Advanced ~
L ™

Home /
B |
e & Stream Sources
HLSHDS only o Wowza Stream

Cloud lets you easily stream
& Stream Targets
No live streams available

I:? [=d Recordings
& Recent Activity
HLSHDS only £EVOD Streams | -

oCoder”
created an Access Key 'vg45zGIY4vX5..!
05 March 2021 0215 PM EST by DAVID EISENBACHER £ Schedules
& Logs Inlimited
Video
Camera Sources
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WOWZA
. ?II;EBMING = + Add Live Stream £ Monitor & Advanced ~
LG ~

Home / Transcoders

5 Recent © Add Transcader fH Transcoders

MyTranscoder

Search transcoders by entering coder nam D Hide Help »
Updated: 08 March 2021 08:48 AM EST Search transcoders by entering a transcoder name or ID
L4l Usage £ Schedules [ Recordings

Showing 1-10f1

Transcoder = State ¥ Last Updated + Actions

MyTranscoder 8 March 2021 Lwl Usage

ID:gpe v 848 AM EST £4 Schedules
<3 Recordings

curl -X PATCH \
-H "Content-Type: application/json" \
-H "wsc-api-key: ${WSC APT KEYI" \
-H "wsc-access-key: ${WSC ACCESS KEY}" \
-d '{
"transcoder": {

"properties": [

{

"key": "username",

"section": "ezdrm",

"value": "your ezdrm rname" Po
{

"key": "password",

"section": "ezdrm",

"value": "your ezdrm password"
s
{

"key": "wideVineContentId",

"section": "ezdrm",

"value": "content id from ezdrm"
}

b
}' "${WSC_HOST}/api/${WSC_VERSION}/transcoders/[transcoder_id]"

Enable MPEG-DASH streaming

EZDRM Universal DRM encrypts MPEG-DASH streams, and MPEG-DASH is only
available on Fastly stream targets. HLS is the default delivery protocol for Fastly
stream targets, so you must enable MPEG-DASH.

Note: Enabling MPEG-DASH will incur additional egress charges. Egress is incurred
per protocol.
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You can enable MPEG-DASH when you create a Fastly stream target or by updating
an existing Fastly stream target.

Note: You can only enable MPEG-DASH using v 1.7 (beta) of the REST API.

Enable when creating a new Fastly stream target

curl -X POST \
-H "Content-Type: application/json" \
-H "wsc-api-key: ${WSC APT KEY}" \
-H "wsc-access-key: ${WSC ACCESS KEY}" \
-d '
"stream_target_fastly": {
"name": "Fastly HLS/DASH Target",
"delivery_protocols": [
"hls",
"dash"

}
}' "${WSC_HOST}/api/${WSC_VERSION}/stream_targets/fastly"

POST ¥ | hups:/fapi.cloud.wowza.com/apifvl.6/stream_targets/fastly m Save

Parsms  Authorization  Headers (11) Body ®  PrerequestScript  Tests  Settings Cookies Code

® none @ form-data ® x-www-form-urlencoded @ raw @ binary @ GraphQL |SON ¥ Beaurify

: I
2 "strean_target_fastly": {
3 "name": "Fastly HLS/DASH Target”,
4 "delivery protocols": [ Iy
5 "hls”,
5 "dash”
7 1
8 ¥
° B T
Body Cookies Headers (35) Test Results €% Statuss 201 Created  Time: B49ms  Size: 194KB  Save Response v
Prety  Raw  Preview  Visualize jsoN v S wmQ
1/ X
2 "strean_target_fastly": {
: | “id": "di kv",
4 "name": "Fastly HLS/DASH Target”,
5 “state’: “activsted”,
3 “stream_nane”: "Ur e,
7 “playback_urls": {
8 "his": [
9 {
10 "name”: “default”,
11 "url": "https://c 3.wowza.com/1/cTZl /11/Un @ /nls/live/playlist.m3ug"” 1
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Sample response

Make note of the DASH playback URL in the response, because you'll use this when
you test playback.

"stream_target_fastly": {

"id": "zfgXXvaf",
"name": "My Target",
"state": "activated",
"stream_name": "OGXXYnNQ",
"delivery_protocols": [

"hls",

"dash"
1,
"playback_urls": {

"hls": [

{
"name": "default"”,

"url": "https://domain.wowza.com/1/VGI5YXXXXIXSCt4/0G40YnNQ/hls/1live/playlist.m3u8"

1
"dash": [

"name": "default",

"url": "https://domain.wowza.com/1/VG15YXXXXIXSCt4/0G40YnNQ/dash/1live/manifest.mpd"

3

Tip: Make sure the MPEG-DASH enabled stream target is added to the transcoder
you configured for stream protection.
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Enable when updating an existing Fastly stream target

curl -X PATCH \
-H "Content-Type: application/json" \
-H "wsc-api-key: ${WSC API KEY1" \
-H "wsc-access-key: ${WSC ACCESS KEY}" \
-d '{
"stream_target_fastly": {
"delivery_protocols": [
"hls",
"dash"

}
' "${WSC_HOST}/api/${WSC_VERSION}/stream_targets/fastly/[ID]"

Sample response
Make note of the DASH playback URL in the response, because you'll use this when
you test playback.

"stream_target_fastly": {
"id": "zfgXXv4af",
"name": "My Target",
"state": "activated",
"stream_name": "OGXXYnNQ",

"delivery_protocols": [

"hls",
"dash"
1,
"playback_urls": {
"hls": [
{
"name": "default",
"url": "https://domain.wowza.com/1/VG15YVpjNjIXSCt4/0G40YnNQ/hls/1live/playlist.m3u8"
}
1,
"dash": [
{
"name": "default",
"url": "https://domain.wowza.com/1/VG15YVpjNjIXSCt4/0G40YnNQ/dash/live/manifest.mpd"
¥
]
s
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Tip: Make sure the MPEG-DASH enabled stream target is added to the transcoder
you configured for stream protection.

(Optional) Block RTMP direct playback for enhanced security

Direct playback through RTMP is enabled by default, but you might want to block
RTMP direct playback to ensure only devices and platforms that can decrypt your
stream can access it.

Configure RTMP playback when creating a new transcoder

curl -X POST \

-H "Content-Type: application/json" \

-H "wsc-api-key: ${WSC APT KEYI" \

-H "wsc-access-key: ${WSC ACCESS KEY}" \

-d '{

"transcoder": {

"billing_mode": "pay_as_you_go",
"broadcast_location": "us_west_california",
"buffer_size": "4000",
"delivery_method": "push",
"name": " MyTranscoder",
"protocol”: "rtmp",
"transcoder_type": "transcoded",

"properties": [

{
"section": "rtmp",
"key": "allowDirectPlayback",
"value": false
}

¥
}' "${WSC_HOST}/api/${WSC_VERSION}/transcoders"
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POST ¥ | hups//api.cloud.wowza.com/apilvl.6/ranscoders Save ¥

Params Authorization Headers (11} Body @ Pre-request Script Tests Settings Cookies Code
® none @ form-data @ xwww-form-urlencoded @ raw @ binary @ GraphQL  JSON ~ Beaurify

14 ]
2 "transcoder™: {

3 "pilling mode™: "pay_as_you_go",

4 "broadcast_location": "us_west_california”,

5 "buffer_size": "4@808",

[ “delivery_method": "push”,

7 “name™: " MyTranscoder”,

8 "protecol™: "rtmp"
9 "transcoder_type":
1@ "properties™: [
11 5

12 "section": "rtmp",

13 "key": “"allowDirectPlayback", T

"transcoded”,

Body Cookies Headers (35) TestResuls €5 Staws: 201 Created  Time: 4495 Size: 276 KB Save Response v

Premy Raw Preview Visualize JSON - = wmQ

=

"transcoder”: {
midn:

1

2

3 g",

4 "name": " MyTranscoder",

5 "transcoder_type": "transcoded",
& "billing mode": "pay as_you_go",
T

8

9

"broadcast_location us_west_california”,
"closed_caption_type": "none”,
“protocol™: “rtmp",

10 “delivery_method": "push”,

11 “spurce_port™: 1935,

Configure RTMP playback on an existing transcoder

curl -X POST \
-H "Content-Type: application/json" \
-H "wsc-api-key: ${WSC API KEY1" \
-H "wsc-access-key: ${WSC ACCESS KEY}" \
-d '{
"property": {
"section": "rtmp",
"key": "allowDirectPlayback",
"value": true
}
}' "${WSC_HOST}/api/${WSC_VERSION}/transcoders/[transcoder_id]/properties"
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POST ¥ | hupsi//api.cloud.wowza.com/apifvl.6/transcodersic p/properties m Save ~

Params Authorization Headers (11) Body @ Pre-request Script Tests Settings Cookies Code

none form-data x-www-form-urlencoded ® raw binary GraphQL JSON - Beautify

1 [ |

2 "property”: {

z "section": "rtmp",

4 "key": "allowDirectPlayback",

5 “walue": true

6 3

7 hi T
Body Cockies Headers (35) TestResults €% Status: 2000K  Time: 117ms  Size: 1.46KB Save Response v

Pretty Raw Preview Visualize JSON ~ 5 r. Q

1 I

2 "property": {

3 "section™: "rtmp",

4 "key": "allowDirectPlayback",

5 "value”: true

5 ¥

7 1

Test playback with encryption

1. Start your transcoder and your stream.

2. Using the MPEG-DASH playback URL returned in the response when you
enabled MPEG-DASH, verify that the stream encryption works as you expect
on a player or platform that requires a PlayReady or Widevine license. To test
your playback, you'll need a test player and some other information. The tips
below are based on the user interface for
https://demo.theoplayer.com/ezdrm-demo on Chrome (Widevine) or Internet
Explorer (PlayReady):

o Streaming protocol - Set to MPEG-DASH.
o Stream URL - The URL for your protected stream.
o License Acquisition URL - This URL is returned in the EZDRM
response when you generated the content ID.
= Widevine - The value from the ServerURL parameter. The
formatis https://widevine-
dash.ezdrm.com/proxy?pX=[ XXXXXX] .
= PlayReady - The value from the LAURL parameter. The format
is
https://playready.ezdrm.com/cency/preauth.aspx?pX
= [XXXXXX].
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Refer to the EZDRM Universal DRM Setup and Playback
guides at www.ezdrm.com under Resources > Documentation
> EZDRM Implementation for information about how to deliver
the Widevine or PlayReady license and approve viewers, proxy
URLs you'll need for playback, and sample players.

3. Stop your transcoder when your testing is complete.

More resources

EZDRM KeyZ API - Refer to the EZDRM KeyZ API guide at www.ezdrm.com
under Resources > Documentation > EZDRM Implementation for
information about generating DRM keys and detailed information about
responses returned in the key generation process.

EZDRM Testing Playback - Refer to the EZDRM Testing Playback guide at
www.ezdrm.com under Resources > Documentation > EZDRM
Implementation for information about sample players and proxy URLs.
For more documentation about digital rights management in Wowza
Streaming Cloud please visit wowza.com/docs/wowza-streaming-cloud
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Apple FairPlay Streaming

Playback of protected streams on iOS or Apple TV devices requires Apple's Fairplay
DRM. You can access this DRM through our integration with EZDRM and configure
stream encryption using the Wowza Streaming Cloud REST API.

You'll use your EZDRM user name and password, as well as a FairPlay asset ID, to
configure your stream for DRM protection with Wowza Streaming Cloud and EZDRM
FairPlay DRM.

Tip: In addition to completing the steps in this topic, you might also want to use
EZDRM Universal to protect streams on Google or Microsoft devices or players.

An EZDRM key contains the Asset ID you'll use to configure your stream for DRM
protection.

This step assumes:

e You do not already have an Asset ID. If you have one, you can skip to the
Configure the stream for DRM protection.

e You do not want to pass an existing asset ID in the key generation request.
EZDRM allows for passing existing asset IDs, but you should refer EZDRM KeyZ
APl guide at www.ezdrm.com for reasons why you'd want to and the correct
syntax for the call should you choose to.

Generating Keys

To request the DRM keys from EZDRM to package the media, there are two options,
you can call the EZDRM Key Servers API, or you can script this process with curl or
other web service calls.

Option 1: Request DRM keys using EZDRM Key Servers API

1. To request the DRM keys through Advanced REST client (ARC) API, open a
session and select HTTP Request.
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2. Change the Method dropdown to POST.

= ARC Request

HTTP request Request URL

GET https:/

Socket
(o) -
History A

PUT Headers

Today

—
EZDRM N

Digital Rights Management.
simplified.

3. Enter the Request URL below updated with your username and password:

https://fps.ezdrm.com/api/keys?u=USERNAME&p=PASSWORD

The parameters are as follows:

Parameter Description
u EZDRM username
p EZDRM password
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bt Rdcpuiat LT
POST ) - hitpuifips.ezdim comiaphikeys/AssetiD?u=USERNAME&p=PASSWORD E m :
Parameaters A

Headers Body Wariabies

I-D { » Topgglesource mode == Inseft headers set

Header name Header value X

ADD HEADER
A, Headers ane vald Headers size: bytes
214,10 ms DETAILS w

0O B8 «

There was an error parsing XML data

~ <FairPlay>
<haser TORRKKINN0 -cTed - 4XKX-b15c - XNXXXKXKXaR5« /7,00 10>
LReyHEX> D2 30X00COG0UCOIKL T 300200000004 EABXCOUONCOUONXE 34 92 T L XXXX KB /Hey HEX>
<HeyID=0 30000000000 KW DR Urd/ 000000000 k0 kn FX =< /Key 10>
<KeyUri>skd://fps.ezdrm.com/ ; IXXXXXND-cTed=-4XXX-b1l So-KXXXXXXXXa2 5</Reylri>
<LicensesUrl>http://Efps.ezdm.com/fapi/licensas</LicenseslUrl>
<SupportedFPSVersions>l</SupportedFPSVersions>

</FairPlay>

4. The following is an example of the response:

<FairPlay>
<Asset ID>IXXKXRKO=CTed-4RKX-B15C-RRXXKNKRKALS< /sset 10>
CHeyHEX>DZ 3000000000001 T 3 003000000 EABXIO00000M KA 34 92 T XXX KB /KeyHEX>
<KeyID=07 0000000 XwDR I U/ 3000000 kQ0 knFX =< /Key I D>
<KeyUrirskd://fps.ezdrm. com/; 1XKXXHX0-cTed- 4XXK-b1 Sc- XXX Ka2 5« /KeylUris
<LicensesUrl>http://fps.ezdrm.com/fapi/licenses</LicensesUrl>
<SupportedFPSVersions>l</SupportedFPSVersions>

</FairPlay>

See EZDRM KeyZ API guide at www.ezdrm.com under Resources > Documentation >
EZDRM Implementation for more details on calling existing keys with Asset_ID.
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Configure the stream for FairPlay DRM protection

To protect a stream using the EZDRM key you obtained in the previous step, you'll
need to set the following EZDRM properties on the transcoder.

section key value Description

ezdrm username string Your EZDRM user name

ezdrm password string Your EZDRM password

ezdrm fairPlayAssetID string The FairPlay asset ID you
generated from EZDRM

You can configure the EZDRM properties when you create a transcoder or by
updating an existing transcoder.

Note: Wowza Streaming Cloud does not validate the EZDRM values you specify in
these properties. Make sure you enter the correct values.

WSC API Key and Access Key

The API key is a 64-digit alphanumeric string. Each Wowza Streaming Cloud account
has one unique API key used to authenticate HTTP requests. The API key can't be
changed or deleted. To find your API Key, under your username menu, select Account
Settings.

wowza
‘ STREAMING 4 - Add Live Stream S Monitor  FAdvanced ~
cLoup ™

Home / Access Keys
e Ll Usage

2= Account Settings & Wowza Streaming Cloud REST API % Accoun Sefiings
@, AP| ACCess
The Wowza Streaming Cloud REST AP allows you to use HTTP requests to create and control resources like live streams, franscoders, stream sources, stre: @ Wowza Home C

% Integrations To authenticate your requests to Wowza Streaming Cloud, you need two keys:

= APIkey - The key that authenticates HTTP requests. One per Wowza Streaming Cloud account. (® Sign Cut

>
& My Account + Access kev - The kev that arants API access 1o a User of a Wowza Streamina Cloud account. You Can create a Uniue 200855 Kev for 8ach USSR At Wi e wie o ra s
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Locate your API Key on the APl Access Page

donitor  /*Advanced

Home | Access Keys Y
==Account Settings & Wowza Streaming Cloud REST API

API Access
The Wowza Streaming Cloud REST API allows you to use HTTP requests to create and control resources like live streams, transcoders, stream sources, stream targets, recordings, and schedules.

# Integrations To authenticate your requests to Wowza Streaming Cloud, you need two keys:

- APIkey - The key that authenticates HTTP requests. One per Wowza Streaming Cloud account.

>
' My Account « Access key - The key that grants API access to a user of a Wowza Streaming Cloud account. You can create a unique access key for each user that will access the REST API

To leamn more about the HMAC authentication method that Wowza Streaming Cloud uses, see (' Authentication
API KEY
The API key is a 64-digit alphnumeric string. Each Wowza Streaming Cloud account has one unique AP key used to authenticate HTTP requests. The API key can't be changed or deleted. Your AP key is:

NtKRQFytjd14, >h3wads 16

ACCESS KEYS © Add Access Key

An access key is a unigue, 64-digit alphanumeric string, created by a user. The list below shows your available access keys. Before you can use fne REST API, you need at least one access key. Click Add Access Key
to create an access key.

No Access Keys Available

0 access keys total

An Access Key is a unique, 64-digit alphanumeric string, created by a user. Before
you can use the REST API, you need at least one access key. Click Add Access Key to
create an access key.

fonitor  /F Advanced

Home / Access Keys D
=Account Setiings & Wowza Streaming Cloud REST API

API Access
The Wowza Streaming Cloud REST API allows you to use HTTP requests to create and control resources like live streams, transcoders, stream sources, stream targets, recordings, and schedules.

# Integrations To authenticate your requests to Wowza Streaming Cloud, you need two keys:

+ APIkey - The key that authenticates HTTP requests. One per Wowza Streaming Cloud account

>
My Account « Access key - The key that grants AP access to a user of a Wowza Streaming Cloud account. You can creale a unique access key for each user that will access the REST API

To leamn more about the HMAC authentication method that Wowza Streaming Cloud uses, see (7 Authentication
APl KEY
The API key is a 64-digit alphnumeric string. Each Wowza Streaming Cloud account has one unique AP key used to authenticate HTTP requests. The API key can't be changed or deleted. Your AP key is:

NtKRQFytjd14, »h3wass 16

ACCESS KEYS © Add Access Key

An access key s a unique, 64-digit alphanumeric string. created by a user. The list below shows your available access keys. Before you can use the REST AP, you need at least one access key. Click Add Access Key
to create an access key.

No Access Keys Available

0 access keys total

Be sure the Enabled checkbox is checked (Enabled makes the key available for use).
Then click Add to create a new Access Key.
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#Advanced ~

Home / Access Keys / New Access Key

@ APl Access

= Account Settings

# Integrations

' My Account

ACHER ~  @Helo ~ | (@ All Systems Operational

Add Access Key

Access Key
Hide Help »

* = Required field An access key is a unique, alphanumeric string that you can use to
authenticate RESTIUI HTTP requests. Select Enabled to make the key
available for use, or deselect Enabled to make it unavailable. Provide

Enabled
or edit the optional Description for the key, I desired.

Adisabled access key can't be used to make API requesis
You can enable or disable keys that are autogenerated for Wowza
Description

Streaming Engine, but you canit but edit their Deseription

Enter an optional description

cancel ‘ ©Add

The Access Key will now be available under API Access:

+Add Live Stream

nitor

#Advanced ~

Home / Access Keys

& APl Access

= Account Settings

% Integrations.

My Account

ER~  @Hel - | @ AllSystems Operational

& Wowza Streaming Cloud REST API

The Wowza Streaming Cloud REST API allows you to use HTTP requests to create and control resources like live streams, transcoders, stream sources, stream targets, recordings, and schedules.
To authenticate your requests to Wowza Streaming Cloud, you need two keys:

+ APIkey - The key that authenticates HTTP requests. One per Wowza Streaming Cloud account
+ Access key - The key that grants AP| access to a user of a Wowza Streaming Cloud account. You can create a Unique access key for each user that wil access the REST AP

To learn more about the HMAC authentication method that Wowza Streaming Cloud uses, see (Z Authentication

APl KEY

The API key is a 64-digit alphnumeric string. Each Wowza Streaming Cloud account has one unique AP! key used to authenticate HTTP requests. The API key can't be changed or deleted. Your API key is:

NIKRQFytjd14, »h3wa3616

ACCESS KEYS

© Add Access Key.

An access key s a unique, 64-digit alphanumeric string, created by a user. The list below shows your available access keys. Before you can use the REST AP, you need at least one access key. Click Add Access Key
to create an access key.

| Enabicd | V452G Ya o bs vg452C QUpew3254 Updated: 05 March 2021 02:15 PM EST jmf

1 access key total

Configure FairPlay DRM when creating a new transcoder
To configure DRM when creating a new transcoder, utilize curl or emulate in Postman

as shown (POST to https://api.cloud.wowza.com/api/v1.6/transcoders) and update
the values as shown in the following example:

curl -X POST \

-H
-H
-H
-d

"Content-Type: application/json" \
"wsc-api-key: ${WSC APT KEY}" \
"wsc-access-key: ${WSC ACCESS KEY}" \

{

"transcoder": {

"billing_mode": "pay_as_you_go",

"broadcast_location": "us_west_california”,

"buffer_size":

"4000",

"delivery_method": "push",

"name" :

"protocol": "rtmp",

MyTranscoder",

"transcoder_type": "transcoded",
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"properties": [

{

"key": "username",

"section": "ezdrm",

"value": "your ezdrm username"”
1
{

"key": "password",

"section": "ezdrm",

"value": "your ezdrm password"
1
{

"key": "fairPlayAssetId",

"section": "ezdrm",

"value": " id from ezdrml"
}

}

}' "${WSC_HOST}/api/${WSC_VERSION}/transcoders"

POST -

Params Authorization Headers (10) Body

KEY
Content-Type
wsc-api-key
wsc-access-key

Key

Pre-request Script

—
EZDRM N
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https:/fapi.cloud.wowza.com/apifvl.6ftranscoders

Tests Settings

VALUE
application/json
NtKRQFytjd 14o0pQEHW3ksP5dCbhxSHBA4WWUHZupcRwi ...

vg45zGlY 4w 5VIsbs4KaBSyifVNNmrYHKCFOLAR31 TcLS8BODY...

Value
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POST » | hups://api.cloud.wowza.com/apifvl.6ftranscoders/ m Save ~

Pre-request Script Tests Settings Cookies Code

Params Authorization Headers (11)

® none @ form-data @ xwww-form-urlencoded ® binary @ GraphQ JSON | Beautify
1 {
2 "transcoder": {
3 "billing mode™: "pay_as_you_go", I
4 "breadcast_location": "us_west_california”,
5 "buffer_size": "4800", T
6 "delivery_method": "push”,
T "name": " MyTranscoder", "
8 "protocol™: "rtmp",
9 "transcoder_type": "transcoded",
10 "properties": [
11 i
12 "key": "username",
13 "section": "ezdrm",

Body (Cookies Headers (35) TestResuls €% Staus: 201 Created  Time: 1318 ms  Size: 276 KB Save Response v
Pretty Raw Preview Visualize JS5ON ~ = mQ
34 “direct_playback_urls": {

35 "hls™: [

36 1{

37 “"name": "default”,

38 "url": "https://e@ _!c.entr‘ypoin‘t.cloud.wwza.com/app—8H4C8225/ngrp;!\ _1D_all}p1ayl:'lst.rr|3u3"

39 b

48 L
21 I H
42

43 : "source",

44 "rtmp:@ Bc.entrypoint.cloud.wowza.com/app-§ 25/92¢ ab"

T Bootcamp ®

Sample response

"transcoder": {
"id": "vcfXXXzr",

"name": " MyTranscoder",
"transcoder_type": "transcoded",
"billing_mode": "pay_as_you_go",
"broadcast_location": "us_west_california",
"closed_caption_type": "none",
"protocol": "rtmp",
"delivery_method": "push",
"source_port": 1935,
"domain_name": "eXXX@c.entrypoint.cloud.wowza.com",
"application_name": "app-8HXXXX25",
"stream_name": "9dXXXXb5",
"playback_stream_name": "9XXXX3bb",
"delivery_protocols": [

"rtmp",

"rtsp",

"wowz",

"hls",

"webrtc"
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1,
"buffer_size": 4000,
"low_latency": false,
"stream_smoother": false,
"idle_timeout": 1200,
"play_maximum_connections": 10,
"disable_authentication": false,
"username": "clientXXXX2",
"password": "@XXX182a",
"watermark": false,
"created_at": "2021-03-08T14:58:43.000Z",
"updated_at": "2021-03-08T14:58:43.000Z",
"direct_playback_urls": {
"hls": [
{
"name": "default",

"url": "https://eXXXec.entrypoint.cloud.wowza.com/app-8HXXXX25/ngrp:9XXXX3bb_all/playl

ist.m3u8"
}
1,
"rtmp": [
{
"name": "source",
"url": "rtmp://e0230c.entrypoint.cloud.wowza.com/app-8HXXXX25/9XXXX3bb"
}
1,
"rtsp": [
{
"name": "source",
"url": "rtsp://e@230c.entrypoint.cloud.wowza.com:1935/app-8HXXXX25/9XXXX3bb"
}
1,
"wowz": [
{
"name": "source",
"url": "wowz://e@230c.entrypoint.cloud.wowza.com:1935/app-8HXXXX25/9XXXX3bb"
}
1,
"webrtc": [
{
"name": "source",
"url": "wss://e@230@c.entrypoint.cloud.wowza.com/webrtc-session.json",

"application_name": "app-8HXXXX25",
"stream_name": "9XXXX3bb"
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"outputs": []

Configure DRM on an existing transcoder
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To configure DRM on an existing transcoder, utilize curl or emulate in Postman as
shown (PATCH to https://api.cloud.wowza.com/api/v1.6/transcoders/[transcoder_id])

and update the values as shown in the following example.

Find your Transcoder IDs under the Advanced menu / Transcoders:

WOWZA
STREAMING =+ Add Live Stream 222 Monitor # Advanced ~

CLouUD ™

Home / —
EE Transcoders

W Recent & Stream Sources o) WOWZE Stream

HLS/HDS only

Cloud lets you easily stream

No live sireams available & stream Targets

I} [# Recordings
& Recent Activity
HLS/HDS only £E VOD Streams | -

oCoder
created an Access Key 'vg45zGIY4vX5..! B
05 March 2021 02:15 PM EST by DAVID EISENBACHER & Schedules
& Logs Inlimited
Video
Camera Sources

WOWZA
STREAMING # 4 Add Live Stream £ Monitor
cLoun ™

Home / Transcoders

2 Recent © Add Transcotir f Transcoders

My

scoder

: 08 March 2021 08:48 AM EST

Lt Usage £ Schedules [ Recordings

Showing 1-10f1

Transcoder &

MyTranscoder
D: gp:

www.EZDRM.com 32

State 3

n Hide Help »

Last Updated Actions
8 March 2021 Lbl Usage
8:48 AM EST 9 Schedules

s Recordings

| simplify@EZDRM.com
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curl -X PATCH \
-H "Content-Type: application/json" \
-H "wsc-api-key: ${WSC APT KEYI" \
-H "wsc-access-key: ${WSC_ACCESS KEY}" \
-d '{
"transcoder": {

"properties": [

{

"key": "username",

"section": "ezdrm",

"value": "your ezdrm username" 1
{

"key": "password",

"section": "ezdrm",

"value": "your ezdrm password"
1
{

"key": "fairPlayAssetId",

"section": "ezdrm",

"value": "[asset id from ezdrm]"

¥
}' "${WSC_HOST}/api/${WSC_VERSION}/transcoders/[transcoder_id]"

(Optional) Block RTMP direct playback for enhanced security

Direct playback through RTMP is enabled by default, but you might want to block
RTMP direct playback to ensure only devices and platforms that can decrypt your
stream can access it.

Configure RTMP playback when creating a new transcoder

curl -X POST \
-H "Content-Type: application/json" \
-H "wsc-api-key: ${WSC API KEY1}" \
-H "wsc-access-key: ${WSC _ACCESS KEY}" \
-d '{
"transcoder": {
"billing_mode": "pay_as_you_go",

"broadcast_location": "us_west_california",
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}

"buffer_size": "4000",
"delivery_method": "push",
"name": " MyTranscoder",
"protocol”: "rtmp",
"transcoder_type": "transcoded",
"properties": [
{

"section": "rtmp",

"key": "allowDirectPlayback",

"value": false

}' "${WSC_HOST}/api/${WSC_VERSION}/transcoders"

POST

Params

v | hitpsi/lapi.cloud.wowza.com/apifvl.6/transcaders

Authorization  Headers (11) Body ®  PrerequestScript  Tests  Settings

@ rone @ formdata @ xwwwformurlencoded @ raw @ binary @ GraphQL  JSON

i
"transcoder™: {
"billing_mode™: "pay_as_you_go",
“broadcast_location": "us_west_california”,
"buffer_size": "4808",
"delivery_method": "push”,
“name": " MyTranscoder",
"protocol™: "rtmp”,
"transcoder_type": "transcoded”,
"properties”: [
i
"section": "rtmp",
"key": "allowDirectPlayback”,

Body Cookies Headers (35) TestResults

Raw Preview Visualize JSON - =

E58

e,

"name": " MyTranscoder",

"transcoder_type": "transcoded",

"billing mode": "pay as_you_go",
"broadcast_location us_west_california”,
"closed_caption_type": "none”,

“protocol™: “rtmp",
“delivery_method": "push”,
“spurce_port™: 1935,

Digital Rights Management.
simplified.

save "

Cookies Code

Beautify
I
T
Time: 449s  Size: 276 KB Save Response »
"
]

Configure RTMP playback on an existing transcoder

curl -X POST \

-H "Content-Type: application/json" \
-H "wsc-api-key: ${WSC APT KEY}" \
-H "wsc-access-key: ${WSC ACCESS KEV}" \
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-d '
"property": {
"section": "rtmp",
"key": "allowDirectPlayback",
"value": true
}

}' "${WSC_HOST}/api/${WSC_VERSION}/transcoders/[transcoder_id]/properties”

POST * | hups://api.cloud.wowza.com/apifv1.6/transcodersic p/properties m Save T

Params Authorization Headers (11) Eody ® Pre-request Script Tests Settings Cookies Code
none form-data xwww-form-urlencoded @ raw binary GraphQL JSON ~ Beaunify
14 I
2 "property”: {

3 "section": "rtmp",

4 "key": "allowDirectPlayback",

5 "value": true

6 }

7 h| T
Body Cockies Headers (35) TestResulss @ Status: 2000K Time: 117ms  Size: 146KB | Save Response

Pretty Raw Preview Visualize JSON - 5 r. Q

1k 1

2 "property”: {

3 "section": "rtmp",

4 "key": “"allowDirectPlayback”,

5 "value": true

6 }

7 B 1

Test playback with encryption

1. Start your transcoder and your stream.

2. Verify that the stream encryption works as you expect on an Apple device or
service. To test your playback, you'll need a test player and some other
information. The tips below are based on the user interface for
https://developer-tools.jwplayer.com/stream-tester/ in Safari set to Fairplay:

o File URL - The URL for your protected stream.

o Certificate URL - Part of onboarding for your EZDRM account with
Fairplay DRM. You'll need to generate a Fairplay certificate through an
Apple Developer account and then post the resulting certificate on a
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publically accessible endpoint. The URL to this endpoint is the value
for this field.

o Process SPC URL - Build this URL from the EZDRM response when you
generated the asset ID. The format is
https://[LicensesUrl]/[AssetID].

Refer to the EZDRM Apple FairPlay DRM Setup and EZDRM Testing Playback
guides at www.ezdrm.com under Resources > Documentation > EZDRM
Implementation for information about how to deliver the Fairplay license and
approve viewers, proxy URLs you'll need for playback, and sample players.

3. Stop your transcoder when your testing is complete.

More resources

o EZDRM KeyZ API - Refer to the EZDRM KeyZ API guide at www.ezdrm.com
under Resources > Documentation > EZDRM Implementation for
information about generating DRM keys and detailed information about
responses returned in the key generation process.

o EZDRM Testing Playback - Refer to the EZDRM Testing Playback guide at
www.ezdrm.com under Resources > Documentation > EZDRM
Implementation for information about sample players and proxy URLs.

o For more documentation about digital rights management in Wowza
Streaming Cloud please visit https://wowza.com/docs/wowza-streaming-
cloud
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Additional Information

For additional questions and comments please contact: simplify@ezdrm.com
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