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Introduction

This document outlines generating DRM Keys with EZDRM and utilizing the Bento4
AES Clear Key for packaging for MPEG-DASH and Apple HLS.

Prerequisites

e Bento4 - https://www.bento4.com/downloads/

Generating Keys - DASH

Below are the steps to create the DRM Keys for DASH encryption with Bento4 AES
Clear Keys.

To request the DRM keys from EZDRM to package the media, there are two options,
you can call the EZDRM web service in a browser, or you can script this process with
curl or other web service calls.

Option 1: Request DRM keys using EZDRM Web Service

1. Call the EZDRM web service in a browser:
https://cpix.ezdrm.com/clearkey/GenerateKeys.aspx?k=value&r=streamna
me&u=username&p=password

The parameters are as follows:

Parameter Description

k kid or Key ID value (client generated) in GUID
format*

r Resource ID (client provided) for resource

identification, for example media asset name
(also passed back to the authentication URL)
u EZDRM username
p EZDRM password

* To generate a GUID for the k value, you can use a GUID generator like the one
found here: http://guid-convert.appspot.com.
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Key Value Definitions

Here are the descriptions of the key values returned by EZDRM:
o id - Resource ID passed back to the authentication URL

o kid - Key ID in GUID format

o pskc:Secret key- the Secret Content Encryption Key in Base 64 generated by
EZDRM and returned as a plain value

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

v<cpix:CPIX xmlns:cpix="urn:dashifiorg:cpix" xmlns:pskc="urn:ietf:params:xmlins:keyprov:pskc” id="sample">
v<cpin:ContentKeylist>
v <cpix:ContentKey [kid="A1GE N 720" explicitIV="">
¥ <cpix:Data>
v <pskc:Secret>
<pske:Plainvalus>hyns D pnegg==</pskc:Plainvalue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylist>
v<cpix:DRMSystemlist>
¥<cpix:DRUSystem kid="A16E4828 BAAE2BB749" systemId="§137684: ELEREERPY
<cpix:URIExtXKey>aHROCHMELYScGlALMVEZHItLmNvbSE MUSPHUZNemN4TFVZekSrUXRNe LEGUVVFHMk1rSkNOeLEL</ cpix :URIEXTXKey >
</cpix:DRMSystem>
</cpix:DRMSystemList>
</epix:CPIX>

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" id="sample">
<cpix:ContentKeylList>
<cpix:ContentKey kid="ALl6EXXXX-9056-XXXX-F36D-XXXXXX2BB749" explicitIV="">
<cpix:Data>
<pskc:Secret>
<pskc:PlainValue>hyNOIKXXXXXXXXXXESpMOgg==_</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylList>
<cpix:DRMSystemList>
<cpix:DRMSystem kid="A16EXXXX-9056-XXXX-F36D-XXXXXXBB749" systemId="81376844-XXXX-481e-XXXX-cc25dXXXXX3
3">
<cpix:URIExtXKey>aHROCHMBEXXXXXXXXXXXXXXXXXXXXXGVhcmt1eSOITFNHZXRMaWN1bnN1LmFzcHg/cFgONTICMzFDInISUVRFM1JUU
XdNa®1OT1RBMU5pMUZNemNATFVZek5rUXRNelEQUVVFMk1rSkNOelE1</cpix :URIEXtXKey>
</cpix:DRMSystem>
</cpix:DRMSystemList>
</cpix:CPIX>

Option 2: Request DRM keys with curl

The second option to request DRM keys from EZDRM is to script the process with
curl or another web service call.

© EZDRM | www.EZDRM.com 4 (888) 636-9723 | simplify@EZDRM.com




[
B EZDRM s
—

Digital Rights Management
ified.

Simplified.

Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service.

curl -v https://cpix.ezdrm.com/clearkey/GenerateKeys.aspx?k=value&r=streamname&u=username&p=password

Clear Key Packaging - DASH

1. Take the kid value from Key Generation and remove the hyphens to create a
plain key format:

AT6EXXXX-9056-XXXX-F36D-XXXXXX2BB749

\ 4

kid = A16EXXXX9056XXXXF36DXXXXXX2BB749

2. Use the pskc:Secret key value and decode from Plain Value Base 64 to HEX
format. An example decoder can be found at:
https://tomeko.net/online_tools/base64.php?lang=en

Base 64) hyNIIKXXXXXXXXXXESpmOqgg==

\ 4

key (HEX) = 87237D20AXXXXXXXXXXXX05684E699B4AA
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hyNSIKE = F5pmlqg==

3. Take the kid value in GUID (with the hyphens) and decode to Base 64, this
will become the laUrl Key value (the sample encoder can be utilized for this
conversion https://tomeko.net/online_tools/hex_to_base64.php?lang=en):

GUID) A16EXXXX-9056-XXXX-F36D-XXXXXX2BB749

laUrl (Base 64) =
TE2RTOQwWM KIEXXOOOOOOXXXXXNKOtMZzQ4QUE2MKICNZzQS5

4. Run mp4dash command (included with Bento4) using the [KID:KEY] format
for the encryption key.

mp4dash

--output-dir=d:\clearkey\output //the file output directory

--mpd-name=d:\clearkey\stream.mpd //the output .mpd name

--clearkey // DRM type

--encryption-key=A16 EXXXX9056XXXXF36DXXXXXX2BB749 : 87237D20AXXXXXXXXXXXXO5684E699B4AA //encryption key

d:\video\fragmented-source.mp4 //the source file location

Note: This value is not currently required:

--clearkey-license-uri=<<LA_URL>>
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Here is an example of the mp4dash command:

5. Upload the contents created in the Output directory to your file server. The
URL to the .mpd will become your manifest URL.

video
clearkey [ stream.mpd

Testing Playback - DASH

For Clear Key playback, download the .zip for this html file from EZDRM:
https://wvm.ezdrm.com/demo/clear/sample04/player.html

Clear Key can utilize any browser such as Chrome, IE, FireFox, etc.

1. Modify the player.html with the manifest URL (created in Step 5) and the
var laUrl base url values.
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1 <IDOCTYPE hcml3
2 Eﬂ\tmb
3 [l<head>
4 <msta charset="ntf-8" />
5 <script sro="https:
€ <title>ClearKey - DASHjs Player</title>
7 B <script>
9 var manifestUrl =
10 var laUrl = "https://cpix.czdrm.com/cleark: DashGetLi -a3pX?
11
12 function initApp() {
13 var player = dashjs.MediaPlayer().create();
14 player.initialize();
15 player.setAutoPlay(true) ;
16
17 var k: — player.getProtectionController(). zems ()
18 keySystems = ksy .filter(keySystem => {
19 console.log("DRM: "+keySystem.systemString+ "," + keySystem.schemeIdURI);
20 return (keySystem.systemString.indexOf('clearksy') > 0);
21 i
22
23 player.setProtectionData({
24 "org.w3.clearkey”: { "serverURL" : laUrl }
25 e
26 player.attachView( document.guerySelector("#vid=o") );
27 player.attachSource (manifestUrl) ;
28 }
25
30
31 document.addEventListener{'DOMContentLoaded', initApp):
32 </script>
33 r</nead>
34 [<body>
35 %Qﬁv)
36 [ <video id="video" width="640" autoplay preload="none" controls="true">
37 r </video>
38 r<fdiv>
3 I </body>
40 lo/nemis|

e Thevar laUrl is the base URL plus the PX Value and the r value is the
laUrl key in Baseb64.

https://cpix.ezdrm.com/clearkey/DashGetLicense.aspx?2pX=XXXXXX&r
=QTE2RTQwM KIEtXX OO XXXXXNKQtMzQ4QUE2MK]JCNzQ5

Notes:

<html>

<head>

e The Clear Key MPEG-DASH PX Value is provided by EZDRM.

e Append to the end of the lalUr! any Custom Data. The Custom Data
is sent back to your Authorization URL for additional business logic
and validation.

https://cpix.ezdrm.com/clearkey/DashGetLicense.aspx?pX=XXXXXX&r=
QTE2RTQWMEKIEXXXXXXXXXXXXXXNKQtMzQ4QUE2MKJCNzQ5&custom
data=123

<meta charset="utf-8" />

<script src="https://reference.dashif.org/dash.js/nightly/dist/dash.all.debug.js"></script>
<title>ClearKey - DASHjs Player</title>

© EZDRM | www.EZDRM.com 8 (888) 636-9723 | simplify@EZDRM.com
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<script>

var manifestUrl = "httpsi//website.com/demo/clear/sampled4/stream.mod";
var laurl = "https://cpix.ezdrm.com/clearkey/DashGetLicense.aspx?pX=XXXXXX&r=0TE2RTOwMkIt

XXXXXXXXXXXXXXNKOtMZO40UE2MKICNZOS " 5
function initApp() {
var player = dashjs.MediaPlayer().create();
player.initialize();

player.setAutoPlay(true);

var keySystems = player.getProtectionController().getKeySystems();
keySystems = keySystems.filter(keySystem => {

console.log("DRM: "+keySystem.systemString+ "," + keySystem.sche

meIdURI);
return (keySystem.systemString.indexOf('clearkey') > 0);
1
player.setProtectionData({
"org.w3.clearkey": { "serverURL" : laUrl }
s
player.attachView( document.querySelector("#video") );
player.attachSource(manifestUrl);
}
document.addEventListener('DOMContentLoaded', initApp);
</script>
</head>
<body>
<div>

<video id="video" width="640" autoplay preload="none" controls="true">
</video>

</div>

</body>

</html>

2. Open the player.html in a browser for testing playback.
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Generating Keys - HLS

Below are the steps to create the DRM Keys for Apple HLS encryption with Bento4
AES Clear Keys.

To request the DRM keys from EZDRM to package the media, there are two options,
you can call the EZDRM web service in a browser, or you can script this process with
curl or other web service calls.

Option 1: Request DRM keys using EZDRM Web Service

1. Call the EZDRM web service in a browser:
https://cpix.ezdrm.com/clearkey/GenerateKeys.aspx?k=value&r=streamna
me&u=username&p=password

The parameters are as follows:

Parameter Description

k kid or Key ID value (client generated) in GUID
format*

r Resource ID (client provided) for resource

identification, for example media asset name
(also passed back to the authentication URL)
u EZDRM username
p EZDRM password

* To generate a GUID for the k value, you can use a GUID generator like the one
found here: http://guid-convert.appspot.com.

Key Value Definitions

Here are the descriptions of the key values returned by EZDRM:
o id - Resource ID passed back to the authentication URL

o kid - Key ID in GUID format

© EZDRM | www.EZDRM.com 10 (888) 636-9723 | simplify@EZDRM.com
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o pskc:Secret key- the Secret Content Encryption Key in Base 64 generated by
EZDRM and returned as a plain value

o URIExtXKey - the Apple FairPlay License URL for encryption

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v <cpix:CPIX xmlns:cpix="urn:dashif:org:cpix" xmlns:pskc="urn:ietf:params:xmlins:keyprov:pskc” id="sample”>
v<cpix:ContentKeylist>
¥ <cpix:Contentkey kid=" 49" explicitIv="">
v<cpix:Data>
¥<pskc:Secret>

<pskc:PlainValucshyno TN pregs==1 < /pskc:Plainvalue>

</pskc:Secret>
</cpix:Data>
</cpix:Contentkey>
</cpix:ContentKeylList>
v<cpix:DRMSystemlist>
¥<cpix:DRMSystem kid="A16E4828 3AAG2BB749" systemId="8137684< 3beb33">
<cpix: URTExtXKe)y >aHROCHHME Ly G124 LmVEZH I Lmny b < MUS pHUZ Ne mNA T FYZ ek SrUXRNe LEBUVV ML rSkNOe1EL < / cpix : URTEXTXKey >
</cpix:DRMSystem>
</cpix:DRMSystemLists
</epix:CPIX>
<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" id="sample">
<cpix:ContentKeyList>
<cpix:ContentKey kid="ALOEXXXX-9056-XXXX-F36D-XXXXXX2BB749" explicitIv="">
<cpix:Data>
<pskc:Secret>
<pskc:PlainValue>hyNIIKXXXXXXXXXXESpmOgg==_</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeyList>
<cpix:DRMSystemList>
<cpix:DRMSystem kid="A16EXXXX-9056-XXXX-F36D-XXXXXXBB749" systemId="81376844-XXXX-481e-XXXX-cc25dXXXXX3
3">
<cpix:URIExtXKey>aHROCHMBEXXXXXXXXXXXXXXXXXXXXXGVhcmt1eSOITENHZXRMaWN1bnN1LmFzcHg/cFgONTICMzFDINTOUVREM1JIUU
XdNa©®10T1RBMUSPMUZNemNATFVZekSrUXRNel EQUVVEMkIrSkNOelE1</cpix:URIExtXKey>
</cpix:DRMSystem>
</cpix:DRMSystemList>

</cpix:CPIX>

Option 2: Request DRM keys with curl

The second option to request DRM keys from EZDRM is to script the process with
curl or another web service call.

Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service.

curl -v https://cpix.ezdrm.com/clearkey/GenerateKeys.aspx?k=value&r=streamname&u=username&p=password
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Clear Key Packaging - Apple HLS

1. Use the pskc:Secret key value and decode from Plain Value Base 64 to HEX
format. An example decoder can be found at:
https://tomeko.net/online_tools/base64.php?lang=en

Base 64) hyNIIKXXXXXXXXXXESpmOqgg==

\ 4

key (HEX) = 87237D20AXXXXXXXXXXXX05684E699B4AA

1. Use the URIExtXKey from Key generation and decode from Base 64 for the
Encryption Key URI value.

(Base 66) =
aHRO0cH M6 XXX XXXGVhemtleS9IITEFNHZXRMaWNIbn

NILmFzcHg/cFgINTJCMzFD]nI9UVREMIJUUXdNaOIOT1IRBMUSpMUZNemN
4TFVZekSrUXRNelEOUVVEMKkI1rSkNOelE1

¥

https://cpix.ezdrm.com/clearkey/HLSGetLicense.aspx?pX=XXXXX&r=QT
E2RTQWMKItXXXXXXXXXXXXXXNkQtMzQ4QUE2MkJCNzQ5

2. Run mp4hls command (included with Bento4):

mp4hls

--output-dir=D:\hls-output //the file output directory

--master-playlist-name=master.m3u8 //playlist name

--media-playlist-name=media.m3u8 // media playlist name
--encryption-key=87237D20AXXXXXXXXXXXXO5684E699B4AA // Secret Key in HEX format
--encryption-key-uri="https://cpix.ezdrm.com/clearkey/DashGetLicense.aspx?pX=XXXXXX&r=0TE2RTOWMkIt
XXXXXXXXXXXXXXNKkOtMzO40UE2MkICNzO5" // Decoded Encryption Key URI
--encryption-key-format="identity" // Key encryption format (default)
--encryption-key-format-versions="1" // Key encryption format version (default)

d:\video\fragmented-source.mp4 //the source file location

© EZDRM | www.EZDRM.com 12 (888) 636-9723 | simplify@EZDRM.com
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Here is an example of the mp4hls command:

ORMAT andfor KEYFORMATWVERSIONS

Testing Playback - HLS

1. Upload the contents created in the Output directory to your file server. The
URL to the .m3u8 will become your manifest URL.

media-1
£ master.m3ud

2. For testing playback, use a demo player such as:
http://viblast.com/player/demo-user-stream/ and enter the Stream URL.
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Additional Information

For additional questions and comments please contact simplify@ezdrm.com
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