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Introduction

The base CPIX URL for EZDRM WisePlay is shown below:

https://cpix.ezdrm.com/KeyGenerator/cpix.aspx?k=Key|D&u=username&p=passwor
d&c=resourcename

The following is the XML return for the test URL above (values returned are defined
in the next sections):

This XML file does not appear to have any style in: i iated with it. The d tree is shown below.

epix” xmlns:pske="urn:ietf:params:xml:ns:keyprov:pske” id="1">

989a99b6" explicitIv="d31NE JqZtg==">

:NrQ==</pskc:PlainValue>

="7: 989a99b6" systemId="edefBbag-79d6-4ace-a3c8-27dcd51d21ed">
1PSSH>AAAAdNI a C2gAMAAAT e+ LGRS S6]yCTCIRANTI ihoZURUVMA2HMTRECVtKCVpAT209T 1widHIhY2t2TjpbTINET119KgI TRA==</cpix: PSSH>
DRHSystem>
d=" 909a09b6" systemld="0a@4f072-3840-4236-ab02-e65b0885T05" >
H>ARADBNBzZ, lgAAAAAmgT eZhAQoarkuZbaTh

tentPr t cti Dt >PGLzcHIECHIVIHNtLG
tectio:

4AbQBPAGHAC QALZBIAG
BVndCU@FFHEFTQUIGQUVFQVIBQKZ BRleSUFCNEFHHEF QUILQUNHQVERQWLER2BZEF CHEFIQ

909299b6" systemld="94ce86f5-07Ff-4fa3-adbs-93d2fa968ca2">
ZDUSLWIhZDC tODBLYTkuOWESOWI2 </ cpix: URIExtXKey >

id=" " systemld="3d5e6d35-9b9a-41e8-b843-dd3c6e72c42c" >
:PSSH AAAAq}B C2gAMARAPVSTNZUEQe14Qo8SbNLE

BaejASTiuizZWsz¥2h1bWE 104 IDRUSDT i a21key TokyI0emizTIRSa1pqSXh0emd6TkdRIUIXSH
DRHSy tem>

CPIX Parameters
The CPIX parameters are as follows using the sample URL below:

https://cpix.ezdrm.com/KeyGenerator/cpix.aspx?k=ebXXXXXX-abXX-4XX4-8X6¢-
XXXXaXXIXXXX&u=username&p=password&c=resourcename

Parameter Description

k= Key ID value (client generated) in GUID format
u= Username

p= Password

c= Content Resource ID (such as a stream name or media
asset name)*

* To generate a GUID for the k value, you can use a GUID generator like the one
found here: https://www.guidgenerator.com/.
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Option 2: Request DRM keys with curl

The second option to request DRM keys from EZDRM is to script the process with
curl or another web service call.

Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service.

curl -v https://cpix.ezdrm.com/keygenerator/cpix.aspx?k=kid&u=username&p=password&c=resourcename
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WisePlay DRM

Key Value Definitions

This XML file does not appear to have any style information associated with it. The document tree is shown below.

' Digital Rights Management

¥ <cpin:CPTX xamlns:cpix="urn:dashif:org:cpix”" xmlns:pskc="urn:istf:params:xml:ns:keyprov:pske” id="1">
¥<cpix:ContentKeylist>
¥ <cpix: ContentKey | kid="7775 NG c 0 0b 6™ | explicitIv="d31N JZtg==">
¥<cpix:Data>
¥<pskc:Secret>
<pske:Plainvalueb7sigTIINCNrO==< /pskc: Plainvalue>
</pskc:Secret>
</cpix:Data>
</epix:ContentKey>
</cpix:ContentKeylist>
¥ <cpix:DRMSystemlist>
¥ <cpix:DRMSystem kid="77794d 9@9a99b6" systemld="sdef83has-79d6-4ace-a3c8-27dcd51d21ed">
<cpix:PSSH>AAMANBZC2gAAAAAT =+ LgXniiSsE]yCTc1R@h7QA
</epix:DRMSystem>
¥ <cpix:DRMSystem kid="77794¢ 9@9a99b6" systemld="9204R79-9840-4256-ab92-e650=0885F95">
<cpix:PSSH>AAADBNBzC2gAAAAAMETHeZhAQoarkuZbaThf1oas
<cpix:ContentProtectionData>PG1lzcHIEcHIvIHhtbGS
</cpix:ContentProtectionData>
</epix:DRMSystem>
¥ <cpix:DRMSystem kid="77794d 909a99b6" systemId="94ceB6fb-07ff-4f43-adb8-93d2fa068ca2">
<cpix:URIExtXKey>c2tk0i8vZnBzLr tODBLYThuOWESONI2< /cpix: URTExtXKey >
</epix:DRMSy stems
¥ <cpix:DRMSystem kid="7779
<cpix: PSSH> AAMAG3BzC2gAAAAAPYSEN
<fepix:DRMSystem>
</cpix:DRMSystemList>
</epix:CPIX>

——— . e . — i

9@9a99b6" systemId="3d5e6d35-9b%a-41e8-bB843-dd3c6e72c42c">

-—— - 0 29TiwidHIhY2tzIjpbIINEIL19KgITRA==</cpix: PSSH>

JAYQBzACAABOBpAGMACEBYAHMADWBMAHQALEB JAG
k1BSUFCNEFHMEFiQUI1QUANQVBROWIBR2dBZEFCMEFIQ

e jASTiwiZW5zY2h1bWEi01JDRUSDT iwia2lkeyI6kly10emMzT1RSa1pgSXhOemd6ThdRMUSXSm

o cyctemicd: WisePlay System ID - 3d5e6d35-9b9a-b843-dd3c6e72c42c

e key id: The kid used for encryption (also known as KID); Base 64 encoded with

no dashes.

e key: The DRM content encryption key (128 bit key); Base 64 encoded.

For the key value use the pskc:Secret key value and decode the Plain Value
tag from Base 64 to HEX format in lowercase (no dashes). An example

decoder can be found at:
https://tomeko.net/online_tools/base64.php?lang=en

skc:Secret key (Base 64) = 7sigIXXXXVSNOaXXXXNrQ==

KeyHEX) = eec8aXXXX5360XXXX4c1d92ca5570dad

e PSSH -The modular specific protection system specific header (PSSH) data for

the encryption process; Base 64 encoded.
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Decode the PSSH from Base 64 to HEX format. An example decoder can be
found at: https://tomeko.net/online_tools/base64.php?lang=en

PSSH (Base 64) =
AAAAQg3Bzc2gAAAAAPV5tNZuaQei4Q908bnLELAAAAItZImMNvVbnRIb

A1 [T 1T0] A 01).0.0.9.9,0,0.4.9,9,0.0.4.9,0,0.0..9,0,0.4.9.0,0,0.4.9,0,0.0.9.9,0,0.0.9,9,¢.
XXXiwiZW5zY2hlbWEiOi]DRUSDIiwia2lkcyl6Wy]OemMzT1RSal1pqS
XhOemd6TkdRMU9XSmhaRGMOTUdWaE9UQTVZVGsTWWpZPS]dLC

J]2ZXJzaW9uljoiVjEuMCJ9

¥

PSSH (KeyHEX) =
000000ab70737368000000003d5e6d359b9%9a41e8b843dd3c6e72c42c0

000008b7b22636f6€74656€744944223a225a444e73546a686f5aXXXX
XXXXXKXKXKKXKXKKXXXKX XXX X43222¢2260696473223a5
b224e7a63334f54526b5a6a49784e7a677a4e4751314f574a685a4463
344d4756684f54413559546b35596a593d225d2¢2276657273696f6e22
3a2256312e30227d
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WisePlay - Raw Key Format

The example raw key format for WisePlay DRM:

packager-win.exe in=BigBuckBunny_320x180_Frag.mp4,stream=audio,output=audio.mp4,drm_label=AUDIO in=BigBuck
Bunny_320x180_Frag.mp4,stream=video,output=video.mp4,drm_label=HD

--enable_raw_key_encryption

--keys label=AUDIO:key_id=77794dfXXXX34d59XXXX80ea909a99b6: key=eec8aXXXX5360XXXX4c1d92ca5570dad, label=HD:k
ey _1d=77794dfXXXX34d59XXXX80ea909a99b6: key=eec8aXXXX5360XXXX4c1ld92ca5570dad --pssh

--protection_systems CommonSystem

--protection_scheme cenc

--mpd_output sample-wiseplay.mpd

Output example:

J sample-wiseplay.mpd g MPD File 3 KB
G| video.mpd b/22/2 MP4 File 51,495 KB
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Testing Playback - ExoPlayer App

Use ExoPlayer App found at https://github.com/HMS-Core/hms-wiseplay-demo

Update the following sample lines as follows:

{1} media.exolist,json i MainActivityjava -~ gs AndroidManifestxml 55 PlayerActivityjava -~ g
1 [

{
"name": "Wiseplay Sample",
"samples™: [
{
"name": “"wiseplay dash cenc”,
"uri": "https://eu-dev.ezdrm.com/sample/dev/®81/hu-wiseplay.mpd”,

"drm_scheme": "wiseplay”,

(1= T R s BT, (- FTR &)

"drm_license_url™: “https://wiseplay.ezdrm.com/"

1

=
®

"name": "wiseplay dash cenc",

"uri": "<<KURI TO sample-wiseplay.mpd>> ",

"drm_scheme": "wiseplay",

"drm_license_url": "https://wiseplay.ezdrm.com"

1

© EZDRM | www.EZDRM.com 8 (888) 636-9723 | simplify@EZDRM.com




—
B EZDRM s

Digital Rights Management.
simplified.

Additional Information

For additional questions and comments please contact: simplify@ezdrm.com
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