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Generating DRM Keys

Below are the steps to create the DRM Keys for CENC-Widevine, CENC-PlayReady
and Apple Fairplay Streaming encryption for Qencode.

To request the DRM keys from EZDRM to package the media, there are two options,
you can call the EZDRM web service in a browser, or you can script this process with
curl or other web service calls.

Option 1: Request DRM keys using EZDRM CPIX Web Service

1. Call the EZDRM web service in a browser:
https://cpix.ezdrm.com/keygenerator/cpix.aspx?k=kid&u=username&p=pas

sword&c=resourcename

The parameters are as follows:

Parameter Description

k= Key ID value (client generated) in GUID format

u= Username

p= Password

c= Content Resource ID/name, client generated (such as a
stream name or media asset name)

* To generate a GUID for the k value, you can use a GUID generator like the
one found here: https://www.guidgenerator.com/.
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2. The response from EZDRM will ook like this:

mlns:psk tF:params:xmlins: keyprovipske” 1d="1">

<p

v<pskc cret>
Plain\lalue_/psk(‘Plain\lalue)

</ps k iSecret>

(/cplx Data>
</cpix:ContentKey>
</cpix:iContentKeylist>

¥ <cpix:DRMSystemList> Widevine
v <cpix:DRUSystem kid="b3%edge §-43692b686ddb" systemld="edefBbas-79d6-4ace-a3c8-27dcd51d31ed" >
<cpix: PSSHYAAAADIBZC2ZARARAT e +LGXNNSS6YC EdcL3FFTnBLMmh@Mnc3PSIsInRy YWNrcy L6y JTRCIAFSoCURQ=</ cpix: PSSH>
</cpix:DRMSyStem>
v<cpix:DRMSystem kid="bg9sd9e |8-43692b686ddb" systemld="92847@72-9840-4286-ab92-265020885725" > Playready
<epix:PSSH>AMDBABzC2gAAL MACAMBACBAL WBZAGHALABL b H0ALgBS QAUgBHI

<cpixiContentProtect ianDatasPalzcHI6CHIVPINNSUFBQUVBQVFEYGF qd@FHdeT TQUUNQVABQKZBRUVBUKFCRKF GSUF J0UTGQUCHQHIBQNVES ELBUF FBaUF HZGF KQUTWQURBQUINQXZBQzhBY 3dCak FHZOF aU0QUAF QHN3QXVBRzBBYVF CakF ISUF id016QUc:
</ ContentProtEctlor\Data>

MSystem kid="bsge( 2686ddb" systemId="94cedtTb-a77f-4fa3-adbs-93d2fa068ca2">
cpix:URTExtXKey>e2tk0i8uZnBzLmVEZH IDM20TIiNFg276R1 </ cpin: URT ExtXKey>
cpix:DRMSystems

</cpix:DRMSystemList>

</cpix:CPIX>

o id - cvalue returned, generic resource name/identifier (client generated)
o kid -key_id in GUID format (client generated)*

o pskc:PlainValue Secret key- the Secret Content Encryption Key in Base 64
generated by EZDRM and returned as a plain value.

o explicitlV - the Apple FairPlay explicit IV value

o PSSH-The modular specific protection system specific header (PSSH) data for
the encryption process; Base 64 encoded.
o Widevine PSSH - under systemld="edef8ba9-79d6-4ace-a3c8-
27dcd51d21ed"
o PlayReady PSSH - under systemId="9a04f079-9840-4286-ab92-
e65be0885f95"

Here Is the example XML return:

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" id="1">
<cpix:ContentKeyList>

<cpix:ContentKey kid="b99ed9e5-XXXX-XXXX-XXX8-43692b686ddb" explicitIV="uZ7ZXXXXXXXXXXXXX2ht2w==">
<cpix:Data>

<pskc:Secret>

<pskc:PlainValue>Zf7ImBnxxXXXXXXXMI91S0==</pskc:PlainValue>

</pskc:Secret>

</cpix:Data>

</cpix:ContentKey>

</cpix:ContentKeyList>

<cpix:DRMSystemList>
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<cpix:DRMSystem kid="b99ed9e5-XXXX-XXXX-XXX8-43692b686ddb" systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21ed"
>
<Ccpix:PSSH>

</cpix:PSSH>
</cpix:DRMSystem>
<cpix:DRMSystem kid="b99ed9e5-XXXX-XXXX-XXX8-43692b686ddb" systemId="9a04f079-9840-4286-ab92-e65bed885f95"
>

<cpix:PSSH>

</cpix:PSSH>

Option 2: Request DRM keys with curl

The second option to request DRM keys from EZDRM is to script the process with
curl or another web service call.

Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service.

curl -v"https://cpix.ezdrm.com/keygenerator/cpix.aspx?k=kid&u=username&p=password&c=1"
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Qencode - Transcoding

Qencode API Keys

To generate APl Requests, copy the API Key for authentication from an existing
project or create a new project under Projects on Transcoding Dashboard menu.

é G ﬁ:ﬂ ﬁ https://portal.gencode.com/dashboard

Qencode Dashboard

i! Dashboard

Transcoding AP Request Builder €S (Last 7 days)
Job History
Video Player X8 F -
Projects @
Statistics
Tutorials
API Mo tral
SDK

To add a new Project:

1. In Manage Projects page, click Add New Project.

Manage Projects ﬁ;?‘icmn:?.:’gfnanage Brojec RS e Wallet: i 80 ~

Project name

Q - Addew Froject |

Project Name # API Key Created on ¢
alest [612fci ] Sep 01, 202118:20:54 Recent Jobs
Demo Project 5fet 0a Oct 22, 2020 14:34:56 Recent Jobs
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2. Enter Project Name and click Add project.

=)

Add new project

Choose a name for your Project

DemoProjec’tj ]

Cancel Add project

3. Copy the API Key for the new Project.

k n Create and manage projects with APl keys used for
Manage Projects (reerem

Project name

Project Name # AP Key Created on %
DemoProject2 6138 ‘ba Sep 08, 202113:21:23
Step1- Access Token

In Postman, create POST request to the API
https://api.gencode.com/v1/access_token

Under Body, select form-data and add the following values:

Key Value
api_key The Project APl Key value

© EZDRM | www.EZDRM.com 7 (888) 636-9723 | simplify@EZDRM.com
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https://api.gencode.com/vljaccess_token [E) save

POST v https:{fapi.gencode.comfvl/access_token “

Params @ Authorization Headers (8) i Ecdy @ | Pre-request Script Tests Settings Cookies
@ none @ x-www-form-urlencoded @ raw @ binary @ GraphQL
KEY VALUE DESCRIPTION oco  Bulk Edit
api-key 6138l oa
Key Value Description

The response will be the Authentication token and expiration.
E save ~ g =

https:/fapi.gencode.com/v1faccess_token

POST w https:/fapi.gencode.com/fvifaccess_token m

Params Authorization Headers (9) Body @ Pre-reguest Script Tests Settings Cookies

@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL

KEY VALUE DESCRIPTION =0 Bulk Edit
api_key B1: 12c APl Key
Key Value Description

Body Cookies (1) Headers (16) Test Results tﬁ-;:, 200 0K 1818 ms 771B Save Response

Pretty Raw Preview Visualize JSON = o Q

"errox": @,

I"token"' "Acota scchTROR" I

"expire": "2021-89-@89T717:232:12"

[ B P

This token will be used to create a Task.

Note: Every Job needs a Task. You cannot run multiple Jobs using the same Task.
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Step 2-Create Task
In Postman, create POST request to the API https://api.gencode.com/v1/create_task

Under Body, select form-data and add the following values:

Value
The token value from the Access Token POST

Key
token

—
EZDRM N
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The response will be the task_token which will be needed to create the Job.

https:/fapi.qencode.comfvl/create_task ) save - &g E
POST ~ https:/fapi.qencode.com/vl/create_task m
Params  Authorization Headers (9) Body ® Pre-request Script  Tests Settings Cookies
none @ form-data ®-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION sae  Bulk Edit
token Befa 206598
Key Value Description
Body Cookies (1) Headers (16) Test Results €y 2000K 2755 822B Save Response -
Pretty Raw Preview Visualize JSON  ~ = H 4
1 ff I
2 "error";: @,
3 "upload_url": "https://prod-sfo2-2-storage-do.gencode.com/vl/upload_file",
4 [task_token": "aB2lac 13a56046" |
5 B I
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Step 3-Create Job
In Postman, create POST request to the API

https://api.qencode.com/v1/start_encode2

Under Body, select form-data and add the following values:

Key Value
task_token The task_token value from Create Task POST
query JSON format for Job Details
https://api.qencode.com/vl/start_encode2 [ save V=
POST ~ https:ffapi.gencode.com/vl/start_encode2 m
Params @ Authorization Headers (9) Body @ Pre-reguest Script Tests Settings Cookies
none @ form-data ®-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION ooa Bulk Edit
task_token 7d2 1h7
query {"query":{"source":"https://ezdrm-sample...
Key Value Description
Body Cookies (1) Headers (16) Test Results €5 2000K 1817ms 765E  Save Response -
Pretty Raw Preview Visualize JSON =) o <
1 [ |
2 "error": @,
3 "status_url": "https://prod-nyc3-l-api-do.gencode.com/vl/status”
a2 g |

The JSON query format for Job Details is outlined at
https://portal.gencode.com/request_builder.

The sample base output format includes:

{"query":{"format":[{"output":"mp4","video_codec":"1ibx264", "height":2160, "quality":23,"audio_bitrate":128

}1,"encoder_version":"2","source":"https://nyc3.s3.qgencode.com/gencode/samples/1080-sample.mov"}}

The next sections of this document detail the drm object formatting for Widevine,
PlayReady and FairPlay.
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Qencode DRM Encoding - Widevine

For DRM encoding, add a ‘cenc_drm’ object to your Qencode API request JSON
query as shown in this example:

"cenc_drm": {

"key_id" : "b99ed9eSXXXXXXXXXXX843692b686ddb",
"key" : "65fecXXXXXecc5071xxXXXXe308£6549" ,
"pssh” : "AAAAd3Bzc2gAAAAA7e+LgXnWSs6 7y CTcIROXXXXXXXXXXXXXXXXXXXXBSAG/gENPpK2ht2x0oTIbW92aWRvbmUiMXXXXXXXXX

XXXXXXXXXXXXEdCL3FFTnBLMMhOMNcOPSISInRYYWNrcyI6WyITRCIdfSoCUBQ="

}

Key Value Definitions

e key id: The kid used for encryption (also known as KID); Base 64 encoded with
no dashes.

Note: Please make sure you remove dash - characters from key_id value when
submitting in Qencode API request since it should be in hex format.

e key: The DRM content encryption key (128 bit key); Base 64 encoded.

For the key value use the pskc:Secret key value and decode the Plain Value
tag from Base 64 to HEX format in lowercase (no dashes). An example
decoder can be found at:
https://tomeko.net/online_tools/base64.php?lang=en

skc:Secret key (Base 64) = Zf7]1m B nxOOOXXXXXMIISQ==

¥

KevHEX) = 65fecXXXXXecc507 1xxXXXXe308f6549

e PSS5H -The modular specific protection system specific header (PSSH) data for
the encryption process; Base 64 encoded.

Note: For Widevine use cpix:PSSH xml tag from systemld="edef8ba9-79d6-4ace-
a3c8-27dcd51d21ed"
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You need to add 'cenc_drm' object as a direct child of the format object. Here's the
full example:

{
"query": {
"source": "https://yourserver.com/video.mp4"
"format": [
{
"output": "advanced_dash",

"destination": {

s
"stream": [
{
"video_codec": "libx264",
"height": 720,
"width": 1280,
"audio_bitrate": 128,
"keyframe": 25,
"bitrate": 3100
}
1,

"cenc_drm": {

"key id" : "b99ed9e5XXXXXXXXXXX843692b686ddb",
"key" : "65fecXXXXXecc5071xxXXXXe308f6549"

"pssh" : "AAAAd3Bzc2gAAAAA7e+LgXnWSs6 7y CEcd ROXXXXXXXXXXXXXXXXXXXXBSdG/gENPK2ht2x0oTbW92aWRvbmUiM
XXXXXXXX XXX XXX XXXXXXXEdCL3FFTNBLMMhOMNcOPSIsInRVYWNrcyI6WyITRCIdfSoCUe0="

}
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Qencode DRM - PlayReady

For DRM encoding, add a ‘cenc_drm’ object to your Qencode API request JSON
query as shown in this example:

"cenc_drm": {

"key_id" : "b99ed9eSbXXXXXXXXXXX843692b686ddb",

"key" : "65fecXXXXXecc5071xxXXXXe308f6549",

"pssh" : "AAADBnBzc2gAAAAAmgTweZhAQoarkuzbAThf10AAAubmAZAAAQABANWCPABXAFTATOBIAEUAQQBEAEUAUSASAHSADOBSAG
AAcCWA9ACTIAaABOAHOACAA6ACSALWBZAGMAaABIAGOAYQBZzACAAbOBPAGMACgBVAHMAbwWBMAHOAL gBJAG8ADOAVAEQAUgBNACSAMZAWADAA
:9.9.9.9.9.9.0.0.9.9.0.9.9.0.0.9.9.0.9.9.9.9.9.9.9.9.9.0.0.9.9.0.9.9.9.0.9.9.9.9.99.9.9.99.9.999.9.999999.99999999999.9099.999.9009999.9999999.9099.9099099990999
:9.9.9.0.9.9.0.0.9.9.0.9.9.0.0.9.9.0.9.9.0.9.9.9.0.9.9.0.9.9.9.09.9.99.9.9099099909999099099909.9909999.9909.909990990099099099909909990990099009.904
AEWARWBIAEQAPgBBAEUAUWBDAFQAUSASACSAQOBMAE cCASOBEAD4AAPAAVAFAAUgBPAFOAROBDAFOASOBOAEYATWA+ADWASWBIAEQAPSAIAG
OAbOBIAHUAVOBTIAECAMABVAGOALWBXAEUATZBWAESAMEBOAHOAMEB3ADOAPQABACSASWBIAEQAPSASAEWAQOBFAFUAUZBMADAASABOAHOA
CcABZADOALWAVAHAABABhAHKACgBIAGEAZABSACAAZOBEAGOACEBTACAAYWBVAGOALWBIAGUAbgBiAHKAL WBWAHTAZOBhAHUAJABOACAAYQ
BzAHAAeAA/AHAAWAASAEUAMAAXADgAMWBGADWAL wBMAEEAXwBVAF TATAA+ADWARABTAF8ASOBEADAAVgBSAFTANWBIAGOACWBIAEOARQOBL
AFTAZAAWADYATABhAHEACWAVAGOAdwASADOAPAAVAEQAUWBFAEKARAA+ADWAOQWBIAEUAQWBLAFMAVOBNADAAJABOADYASWB3ADCAAQBIAF
EAYgAAADOAPAAVAEMASABFAEMASWBTAFUATQA+ADWALWBEAEEAVABBADAAPAAVAF cAUgBNAESAROBBAEQARQBSADAA"
¥

Key Value Definitions

e key id: The kid used for encryption (also known as KID); Base 64 encoded with
no dashes.

Note: Please make sure you remove dash - characters from key_id value when
submitting in Qencode API request since it should be in hex format.

e key: The DRM content encryption key (128 bit key); Base 64 encoded.

For the key value use the pskc:Secret key value and decode the Plain Value
tag from Base 64 to HEX format in lowercase (no dashes). An example
decoder can be found at:
https://tomeko.net/online_tools/base64.php?lang=en

© EZDRM | www.EZDRM.com 13 (888) 636-9723 | simplify@EZDRM.com
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skc:Secret key (Base 64) = Zf7ImBnxXXXXXXXXXMI91SQ==

KevHEX) = 65fecXXXXXecc507 1xxXXXXe308f6549

e PSSH -The modular specific protection system specific header (PSSH) data for
the encryption process; Base 64 encoded.

Note: For PlayReady use cpix:PSSH xml tag with systemld="9a04f079-9840-4286-
ab92-e65be0885f95"

You need to add 'cenc_drm' object as a direct child of the format object. Here's the
full example:

{
"query": {
"source": "https://yourserver.com/video.mp4"
"format": [
{
"output": "advanced_dash",

"destination": {

s
"stream": [
{
"video_codec": "libx264",
"height": 720,
"width": 1280,
"audio_bitrate": 128,
"keyframe": 25,
"bitrate": 3100
¥
1,
"cenc_drm": {
"key_id" : "b99ed9eSXXXXXXXXXXX843692b686ddb",
"key" : "65fecXXXXXecc5071xxXXXXe308f6549",
"pssh" : "AAADBnBzc2gAAAAAmgTweZhAQoarkuZbaThf1QAAAubmAgAAAQABANWCPABXAFTIATOBIAEUAQOBEAEUAUSASA

HgAbOBSAGAACWA9ACTAaABOAHOACAABACSALWBZAGMAaABIAGOAYOBZACAADOBDAGMACgBVAHMAbWBMAHOAL gBTAGBADOAVAEQAUZBNACS
AMZAWADAAXXXXXXXX XXX XXX XXX XX XX XXX XXX XXX KKK KKK XXX XXX XXX XXX KKK KKK XXX XXX XXX XXX KKK KKK XXX XX XXX XXX XXX KKK XXXXXXX
p99.9.9.0.0.0.0.0.0.0.0.0.0.0.0.0.9.9.9.9.99.9.0.9.09.9090.0009999999900.09900000009999999909.00000009999999909.09.00.0000000999999.9.00.9.0.9.0.0¢
XXXXXXXXXAEWARWBIAEQAPZBBAEUAUWBDAFOAUZASACSAOOBMAECASOBEADAAPAAVAFAAUSBPAFQOAROBDAFOASOBOAEYATWA+ADWASWBIA

© EZDRM | www.EZDRM.com 14 (888) 636-9723 | simplify@EZDRM.com
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EQAPgAIAGOAbOBIAHUAVOBTIAE cAMABVAGOAL WBXAEUATgBWAE sAMgBoAHOAMgB3ADOAPOASACSASWBIAEQAPZASAEWAQQBTAFUAUZBMADA

AaABOAHQACABzADOALwWAVAHAAbABhAHKACgB1AGEAZABSACAAZOB6AGOACEBtACAAYWBVAGOALWBJAGUAbgBiAHKAL wBWAHTIAZQOBhAHUAd

ABOAC4AYOBzAHAAeAA/AHAAWAASAEUAMAAXADZAMWBGADWALWBMAE EAXWBVAF TATAA+ADWARABTAF8ASOBEADAAVEBSAFTANWBIAGOACWB

JAEOAROBIAF TAZAAWADYATABhAHEACWAVAGOAdWASADOAPAAVAEQAUWBFAE KARAA+ADWAQWBTAEUAQWBLAFMAVOBNADAAJABQADYASWB3A

DcAaQBIAFEAYSA4ADOAPAAVAEMASABFAEMASWBTAFUATOA+ADWALWBEAEEAVABBADAAPAAVAF cAUgBNAESAROBBAEQAROBSADAA"

Qencode DRM - Apple Fairplay

For DRM encoding, add a ‘fps_drm’ object to your Qencode APl request JSON query
as shown in this example:

"key_url" : "skd://fps.ezdrm.com/;b99ed9eb - xXXX-XXxX-xxxX-43692b686ddb"

Key Value Definitions
Here are the descriptions of the items returned:

e key: This is the common content encryption key in HEX format (32
hexadecimal characters), the EZDRM KeyHEX value.

o Use the pskc:Secret key value and decode from Base 64 to HEX format
in lowercase (no dashes). An example decoder can be found at:
https://tomeko.net/online_tools/base64.php?lang=en

© EZDRM | www.EZDRM.com 15 (888) 636-9723 | simplify@EZDRM.com
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skc:Secret key (Base 64) = Zf7ImBnsxXxxxXgeMI9ISQ==

¥

key (HEX) = 65fec XXXXxxxXX071ea0681e308f6549

e iv: theinitialization vector (IV) used for encryption. This is explicitlV value in
HEX with no dashes.

Decode the explicitlV Plain Value Base 64 to HEX format. An example
decoder can be found at:
https://tomeko.net/online_tools/base64.php?lang=en

explicitlV (Base 64) = uZ7ZScXXXXXXXXXpK2ht2w==

¥

iv (HEX no dashes) = b99ed9e5 cXXOO00XXXXxx692b686ddb

e key url: the License URL used for the license key call, this is the EZDRM
KeyURI.

Build by appending the kid value to base URL “skd://fps.ezdrm.com/;<kid>"
for example:

skd://fps.ezdrm.com/:b99ed9e5 - XXX X-XXxX-xxxX-43692b686ddb

© EZDRM | www.EZDRM.com 16 (888) 636-9723 | simplify@EZDRM.com
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You need to add 'fps_drm' object as a direct child of the format object. Here's the
full example:

{
"query": {
"source": "https://yourserver.com/video.mp4"
"format": [
{
"output": "advanced_hls",

"destination": {

s
"stream": [
{
"size": "640x360",
"audio_bitrate": "128"

¥

"size": "852x480",
"audio_bitrate": "128"
s

"size": "1280x720",
"audio_bitrate": "320"
}
1,
"fps_drm" : {
"key" : "@2fecXXXXXeccS071xXxXXXXe3086249",
"iv" : "b99ed9ed cXXXXXXXXXXxx692b686ddb" ,
"key_url" : "skd://fps.ezdrm.com/;b99ed9e5 - XXXX-XXxX-xxxX-43692b686ddb"

© EZDRM | www.EZDRM.com 17 (888) 636-9723 | simplify@EZDRM.com




—
B EZDRM s

Digital Rights Management.
simplified.

Additional Information

For additional questions and comments please contact: simplify@ezdrm.com
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