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Generating DRM Keys

Widevine and PlayReady

Below are the steps to create the DRM Keys for CENC-Widevine or CENC-PlayReady
encryption for Unified Streaming.

To request the DRM keys from EZDRM to package the media, there are two options,
you can call the EZDRM web service in a browser, or you can script this process with
curl or other web service calls.

Option 1: Request DRM keys using EZDRM Web Service

1. Call the EZDRM web service in a browser:

https://wvm.ezdrm.com/ws/Licenselnfo.asmx?op=GenerateKeys

2. Generate Key values by entering the parameters values and clicking “Invoke”.

Click here for a complete list of operations.

GenerateKeys

Test

To test the operation using the HTTP POST protocol, click the 'Invoke' button.
Parameter Value

u:

P:

C:

Invoke
The parameters are as follows:
Parameter Description
u EZDRM username
p EZDRM password
c Content ID **optional
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Note: The Content_ID is optional. The first time you use this web service it will be
blank. For additional calls it can be blank for new keys or use an existing Content_ID.
Sending a Content_ID will allow you to encrypt content with the same DRM values as
other content and have that content share one license. If you don’t send this value,
the web service will automatically generate a unique Content_ID. If you call a
Content_ID, you will get the back all the DRM key information for that Content_ID. See
Appendix 1 for more information on calling existing keys with Content_ID.

3. The response from EZDRM will ook like this:

v<EZDRM xmlns="">
v<WideVine diffgr:id="WideVinel" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<ContentID>6IXXXx0Z8xXXXXXXXXXLbg==</ContentID>
<Key>W5XXXXXXXZHXT jhXXXXXvw==</Key>
<KeyHEX> 5bXXXXXXXXXX9191£XXe38XXXXXX56bf </KeyHEX>
<KeyID>WVXXXXXXX1iBEXXw+XXXXX==</KeyID>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-10XXXXXXXXXb</KeyIDGUID>

<KeyIDHEX>5XXX] D</Key IDHEX>
v <PSSH>
EhXXXXXXXXXXXXXXXXX6SKkGLCXXXXXXXXQ6IebXXXZB8kSYMXXXXXXXXXXXXXXXX]3TXKXX==

</PSSE>
<ServerURL>https://widevine-dash.ezdrm.com/proxy?pX=XXXXXX </ServerURL>
v<ServerGet>
request={"policy": "", "tracks": [ {"type": "SD"}], "content_id": "6IXXXx0ZBXxXXXXXXXXXLbg=="}
</ServerGet>
v <ResponseRaw>
{"status":"OK","drm":[ {"type":"WIDEVINE", "system_id":"edefB8ba979d64acea3c827dcd51d2led"}], "tracks":
[{"type":"SD", "key_id" : "WVXXXXXXX1iBEXXw+XXXXX==" ‘key":" WVXXXXXXX1iBEXXw+XXXXX== "pssh":
[{"drm_type":"WIDEVINE", "data":"EhXXXXXXXXXXXXXXXXX6SkGLGXXXXXXXXQ6IebXXX2B8kSYMXXXXXXXXXXXXXXXXj3IXXXX=="}1}1}
</ResponseRaw>
</WideVine>
v<PlayReady diffgr:id="PlayReadyl" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<Key>W5XXXXXXXZHXTJhXXXXXvw==</Key>
<KeyHEX> 5bXXXXXXXXXX9191£XXe38XXXXXX56bf </KeyHEX>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-10XXXXXXXXXb</KeyIDGUID>
v <LAURL>
https://playready.ezdrm.com/cency/preauth.aspx?pX=XXXXXX
</LAURL>
<Checksum> 1Xg+XXXXXX0=</</Checksum>
</PlayReady>
</EZDRM>

Option 2: Request DRM keys with curl

The second option to request DRM keys from EZDRM is to script the process with
curl or another web service call.

Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service.

curl -v ‘https://wvm.ezdrm.com/ws/LicenseInfo.asmx/GenerateKeys?U=EZDRM USERNAME&P=EZDRM PASSWORD&C= ¢’
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The parameters are as follows:

Parameter Description

U EZDRM username

P EZDRM password

o Content_ID **optional, for blank pass "

Note: Although Content_ID is optional you must pass a * for blank if you do not specify a
Content_ID.

The following is returned from the web service:

<EZDRM xmlns="">
<WideVine diffgr:id="WideVinel" msdata:rowOrder="0" diffgr:hasChanges="inserted">

<ContentID>6IXXXXOZ8XXXXXXXXXXLbg==</ContentID>
<Key >W5XXXXXXXZHXTFhXXXXXvw==</Key >
<KeyHEX>5bXXXXXXXXXX9191fXXe38XXXXXX56bf</KeyHEX>
<KeyID>WVXXXXXXX11iBEXXw+XXXXX==</KeyID>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-1OXXXXXXXXXb</KeyIDGUID>
<KeyIDHEX>5XXXXXX36d85XXXXXXXXXXXXXb24XXXb< /KeyIDHEX>
<PSSH>ERXXXXXXXXXXXXXXXXX6 S KGLGXXXXXXXX06TebXXXZ8KSYMXXXXXXXXXXXXXXXX]3IXXXX==</PSSH>

<ServerURL>https://widevine-dash.ezdrm.com/proxy?pX=XXXXXX</ServerURL>
<ServerGet>request={"policy": "", "tracks": [ {"type": "SD"}], "content_id": "6IXXXXOQZBXXXXXXXX
XXLbg=="}</ServerGet>
<ResponseRaw>
{"status":"OK","drm": [{"type" : "WIDEVINE", "system_id":"edef8ba979d64acea3c827dcd51d21ed"}], "tracks":[{"type
""SD", "key_id":" WVXXXXXXXLiBEXXW+XXXXX==","key":" WSXXXXXXXZHXTFhXXXXXvw==","pssh":[{"drm_type": "WIDEVIN
E","data" : " ERXXXXXXXXXXXXXXXXX6SKGLGXXXXXXXXQ6IebXXXZ8kSYMXXXXXXXXXXXXXXXXF3IXXXX=="}]}]}</ResponseRaw>
</WideVine>
<PlayReady diffgr:id="PlayReadyl" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<Key >W5XXXXXXXZHXTFhXXXXXvw==</Key>
<KeyHEX>5bXXXXXXXXXX9191fXXe38XXXXXX56bf</KeyHEX>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-1OXXXXXXXXXb< /KeyIDGUID>
<LAURL>https://playready.ezdrm.com/cency/preauth.aspx?pX=XXXXXX</LAURL>
<Checksum>1Xg+XXXXXX0=</Checksum>
</PlayReady>
</EZDRM>
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Apple FairPlay Streaming

Below are the steps to create the Key Files for Apple FairPlay Streaming.
To request the DRM keys from EZDRM to package the media, there are two options,

you can call the EZDRM Key Servers API, or you can script this process with curl or
other web service calls.

Option 1: Request DRM keys using EZDRM Key Servers API
1. To request the DRM keys through Advanced REST client (ARC) API, open a
session and select HTTP Request. If you do not have the ARC plug-in for

Chrome, see Appendix 2 for instructions.

2. Change the Method dropdown to POST.

= ARC Request

HTTP request Request URL
GET https://

Socket
~
History A
PUT Headers
Today

3. Enter the Request URL below updated with your username and password:

https://fps.ezdrm.com/api/keys?u=USERNAME&p=PASSWORD

The parameters are as follows:

Parameter Description
u EZDRM username
p EZDRM password
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HTTP request Method Request URL .
POST - hitp//fps.ezdrm " I v i

HTTP request Method Request URL
POST ~ http:/fps.ezdrm.com/api/keys?u=USERNAME&p=PASSWORD

Tocay

[) <> Tosplesoucemode  Insertheaders set
POST  http:/fps.ezdrm.com/api/keys/AssetiD?u.

Momiey felen 26 2919 Header name Header value x
GET  http://fps.ezdrm.com/api/keys/11dfc660-c7.
ADD HEADER
POST  http://fps.ezdrm.com/api/keys?u=cpix@e...
A, Headers are valid Headers size: bytes
Friday, February 23,2018
160.20 ms DETAILS v
POST  http//fps.e2drm.com/api/keys?u=cpix@e...
e b anen 0D a o
Saved -~
Save a request and recall it from here
There was an error parsing XML data
: <FairPlay>
<AssetID>1XXXXXX0-c7ed-4XXX-bl5c-XXXXXXXXXa25</AssetID>
<KeyHEX>D230XXXXXXXXXXXX17300: /KeyHEX>
<KeyID>0JXXXXXXXXXXXXWDRJUrJ/XXXXXXXXXXXXkQOKNFXXX=</KeyID>
Use metats to save a request. It will appear in this <KeyUri. /KeyUri>
place. <LicensesUrl>hEtp://fps.ezdem. com/api/licenses</LicensesUrl>

<SupportedFPSVersions>1</SupportedFPSVersions>
s </FairPlay>
Projects v

4. The following is an example of the response:

<FairPlay>
<AssetID>1XXXXXX0-c7ed-4XXX-bl5c-XXXXXXXXXa25</AssetID>
<Ke yEEX>D230XXXXXXXXXXXX17300XXXXXXXXXXXX4EABXXXXXXXXXXXX4349271XXXXXB</Ke yEEX>
<KeyID>0jXXXXXXXXXXXXWDRJUrJ/XXXXXXXXXXXXkQOknFXXX=</KeyID>
<KeyUri>skd://fps.ezdrm.com/; IXXXXXX0=c7ed=4XXX=b15c=XXXXXXXXXa25< /KeyUri>
<LicensesUrl>http://fps.ezdrm.com/api/licenses</LicensesUrl>
<SupportedFPSVersions>1</SupportedFPSVersions>

</FairPlay>

5. Aunique AssetlD is assigned the first time you call the API, to get existing keys
see Appendix 1.

Option 2: Request DRM keys with curl

Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service.

curl -X POST 'https://fps.ezdrm.com/api/keys?U=Username&P=Password' -d

Note: there is a space between the single quotes at the end of the line.
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The parameters are as follows:

Parameter Description
U EZDRM username
P EZDRM password

The following is returned:

<FairPlay>
<AssetID>1XXXXXX0-c7ed-4XXX-b15c-XXXXXXXXXa25</AssetID>

<KeyHEX>D230XXXXXXXXXXXX17 300XXXXXXXXXXXX4 EABXXXXXXXXXXXX4349271XXXXXB< /KeyHEX>
<KeyID>BFXXXXXXXXXXXXWDRJUrJ/XXXXXXXXXXXXkQOknFXXX=</KeyID>

<KeyUri>skd://fps.ezdrm.com/ ; IXXXXXX0-c7ed-4XXX-b15c-XXXXXXXXXa25</KeyUri>

<LicensesUrl>http://fps.ezdrm.com/api/licenses</LicensesUrl>
<SupportedFPSVersions>1</SupportedFPSVersions>

</FairPlay>

Here are the descriptions of the items returned:
e KeyHEX: the DRM Encryption Key. This is given back in two forms: Base64
and HEX. The first 32 characters form KeyHEX are used in the key file for
“key” and the last 32 characters are used for “iv".

e KeyUri: the License URL for encryption.

e LicenseURL: the License URL used for the license key call.
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Coconut DRM Encryption - Widevine & PlayReady

The following example is for Widevine and PlayReady, for more details visit
https://docs.coconut.co/jobs/outputs-httpstream#drm-and-encryption.

"outputs": {
"httpstream": {
"dash": {
"path": "/dash",
"widevine_pssh": "Widevine PSSH",
"playready_laurl": "Playready LAURL",
"encryption_key": "KeyIDHex:KevHex"

Key Value Definitions

e widevine_pssh: This is the value for the Widevine PSSH box, the EZDRM PSSH
value.

o playready laurl: This is the URL to the PlayReady license server, the EZDRM
PlayReady LAURL value.

e encryption_key = This is the common content encryption key, the EZDRM
KeyIDHEX:KeyHEX values, dashes removed, separated by a colon (:).

The following is a sample with key values:

{
"input": {
"url": "https://s3.amazonaws.com/yoursample.mp4"
¥
"storage": {
"service": "coconut"
¥
"notification": {

"url": "https://app.coconut.co/notifications/http/balXXXx2"

¥
"outputs": {
"httpstream": {
"dash": {

"path": "/dash",
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"widevine_pssh": "CAESEKap1G1+5XXXXXXXXXXXXXXXXXXXXm1kb251ThA6McInOOwOoOKEImMA]RKUBKEITRA==

"playready_laurl": "https://plavreadv.ezdrm.com/cency/preauth.aspx?pX=EQXXXX",

"encryption_key": "SXXXXXX36d85XXXXXXXXXXXXXD24AXXXb : SHXXXXXXXXXX9191fXXe38XXXXXX56bf"

Widevine only

For only Widevine send the following output DRM keys:

"outputs": {
"httpstream": {
"dash": {
"path": "/dash",
"widevine_pssh": "Widevine PSSH",

"encryption_key": "KevIDHex:KevHex"

PlayReady only

For only PlayReady send the following output DRM keys:

"outputs": {
"httpstream": {
"dash": {
"path": "/dash",

"playready_laurl": "Playready LAURL",

"encryption_key": "KeyIDHex:KevHex"
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Coconut DRM Encryption - Apple Fairplay

The following example is for Widevine and Playready, for more details visit
https://docs.coconut.co/jobs/outputs-httpstream#drm-and-encryption.

{
"outputs": {
"httpstream": {
"hls": {
"path": "/hls",
"encryption_mode": "SAMPLE-AES",
"encryption_key": "KevHEX (keyiv)",

"encryption_key uri": "KeyUri"

Key Value Definitions
Here are the descriptions of the items returned:
e encryption_mode: Must be Sample-AES
e encryption_key: the DRM Encryption Key. With FairPlay, the key and IV are

delivered together. The first 32 characters from the KeyHEX value are used
in the key file for key and the last 32 characters are used for iv, separated

by a colon.

Example:
D 2 30XXXXXXXXXXXX T 7 30O XXX XXXXXXXX XA EABXXXXXXXXXXXX434927 1 XXXXXB

e encryption_key_uri: the KeyUri for encryption.
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The following is a sample with key values:

{
"input": {
"url": "https://s3.amazonaws.com/yoursample.mp4"
¥
"storage": {
"service": "coconut"
¥
"notification": {
"url": "https://app.coconut.co/notifications/http/baxxxx22"
¥
"outputs": {
"httpstream": {
"hls": {
"path": "/hls",
"encryption_mode": "SAMPLE-AES",
"encryption_key": "D230XXXXXXXXXXXX1730OXXXXXXXXXXX: X4EABXXXXXXXXXXXX4349271XXXXXB" ,

"encryption_key_uri": 8 g = - - _
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Coconut Jobs

See completed Jobs at https://app.coconut.co/jobs.

@ Dashboard Jobs Notifications. ¥ Debugger v o - £ N virginia ~
Latest jobs Q
Job Status Duration Resolution Size Qutputs Created Time

Tmin.mp4
(v | 59s 720p 15MB 1 13m ago 2m 9s
@ ]

The Jobs dashboard will show details for the job.

@ Dashboard Jobs Notifications ¥ Debugger v o - £ N virginia v

Job #oYbogVdzOyljEl

success ® 15mago 2m 9s 1

Status Date processing time Output

APl request |zoz001

Request sent on October 12, 2021 at 15:09 UTC (PostmanRuntime/7.28.4) cURLER | JSONEA Variables </>
{
inpl
"url": "https://s3.amazonaws.com/c n.mpa®
1
“storage”™: {
"service”: "coconut” =
T
"notification”: {
"url®: "https://app.coconut.co/notifications/hti 02"
I
“outputs™: { =
Input
Filename Status Duration Resolution Size Dare

Imin.mp4 59s 720p 1EMB 15m ago
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Appendix1- Call for Existing EZDRM Keys

Widevine and PlayReady

Sending a Content_ID for existing keys will allow you to encrypt content with the
same DRM values as other content and have that content share one license. If you
call a Content_ID you will get the back all the DRM key information for that
Content_ID.

Option 1: Request existing DRM keys using EZDRM Web Service

a. Call the EZDRM web service in a browser:

https://wvm.ezdrm.com/ws/Licenselnfo.asmx?op=GenerateKeys

b. Return Key values by entering the parameter values including the existing
Content_ID and click “Invoke”.

Click here for a complete list of operations.

GenerateKeys

Test

To test the operation using the HTTP POST protocol, click the 'Invoke' button.
Parameter Value

u: username

P: password

o BIXXXX0ZBXXXXXXXXXXLbg==

Invoke'k
The parameters are as follows:

Parameter Description
u EZDRM username
p EZDRM password
C Content ID
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Your return results will always return the existing DRM keys that are tied to

the Content_ID.

v<EZDRM xmlns="">
v<WideVine diffgr:id="WideVinel" msdata:rowOrder="0" diffgr:hasChanges="inserted">

<ContentID>6IXXXx0Z8xXXXXXXXXXLbg==</ContentID>
<Key>W5XXXXXXXZHXTJhXXXXXvw==</Key>
<KeyHEX> 5bXXXXXXXXXX9191£XXe38XXXXXX56bf </KeyHEX>
<KeyID>WVXXXXXXX1iBEXXw+XXXXX==</KeyID>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-10XXXXXXXXXb</KeyIDGUID>
<KeyIDHEX>5XXXXXX36d85XXXXXXXXXXXXXb24XXXb</KeyIDHEX>

v <PSSH>

EhXXXXXXXXXXXXXXXXX6SKGLGXXXXXXXXQ6IebXXXZ8kSYMXXXXXXXXXXXXXXXX]3IXXXX==

</PSSH>
<ServerURL>https://widevine-dash.ezdrm.com/proxy?pX=XXXXXX</ServerURL>

v<ServerGet>

request={"policy": "", "tracks": [ {"type": "SD"}], "content_id": "6IXXXx0ZB8xXxXXXXXXXXXLbg=="}

</ServerGet>
v <ResponseRaw>

{"status":"OK","drm":[{"type":"WIDEVINE", "system_id":"edef8ba979d64acea3c827dcd51d2led"}], "tracks":

[{"type":"SD", "key_id" : "WVXXXXXXX1iBEXXw+XXXXX==" "key":" WWXXXXXXX1iBEXXw+XXXXX== "pssh":

[{"drm_type":"WIDEVINE", "data": "EhXXXXXXXXXXXXXXXXX6skGLGXXXXXXXXQ6IebXXX2B8kSYMXXXXXXXXXXXXXXXXJ3IXXXX=="}]}]}

</ResponseRaw>
</WideVine>
v<PlayReady diffgr:id="PlayReadyl" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<Key>W5XXXXXXXZHXTJhXXXXXvw==</Key>
<KeyHEX> 5bXXXXXXXXXX9191£XXe38XXXXXX56bf </KeyHEX>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-10XXXXXXXXXb</KeyIDGUID>
v <LAURL>
https://playready.ezdrm.com/cency/preauth.aspx?pX=XXXXXX
</LAURL>
<Checksum> 1Xg+XXXXXX0=</</Checksum>
</PlayReady>
</EZDRM>

Option 2: Request existing DRM keys with curl

The second option to request existing DRM keys from EZDRM is to script the

process with curl or another web service call.

Using EZDRM's web service, the curl script below retrieves the DRM values from the

web service with the existing DRM keys based on the Content_ID.

curl -v ‘https://wvm.ezdrm.com/ws/LicenseInfo.asmx/GenerateKeys?U=EZDRM USERNAME&P=EZDRM PASSWORD&C=CONTEN

I_ID”’

The parameters are as follows:

Parameter Description

U EZDRM username
P EZDRM password
C Content ID
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The web service will always return the existing DRM keys that are tied to the
Content_ID.

Sample script with Content_ID:

curl -v ‘https://wvm.ezdrm.com/ws/LicenseInfo.asmx/GenerateKeys?U=EZDRM USERNAME&P=EZDRM PASSWORD&C=6IXXXx
DZBXXXXKXXXXXLbg==""

Existing DRM Keys returned:

<EZDRM xmlns="">
<WideVine diffgr:id="WideVinel" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<ContentID>EIXXXXOZBXXXXXXXXXXLbg==</ContentID>
<Key >W5XXXXXXXZHXTFhXXXXXvw==</Key>
<KeyHEX>5bXXXXXXXXXX9191fXXe38XXXXXX56bf </KeyHEX>
<KeyID>WVXXXXXXX11iBEXXw+XXXXX==</KeyID>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-1OXXXXXXXXXb</KeyIDGUID>
<KeyIDHEX>5XXXXXX36d85XXXXXXXXXXXXXb24XXXb< /KeyIDHEX>
<PSSH>EhXXXXXXXXXXXXXXXXX6 s KGLGXXXXXXXXQ6IebXXXZ8kSYMXXXXXXXXXXXXXXXXF3IXXXX==</PSSH>
<ServerURL>https://widevine-dash.ezdrm.com/proxy?pX=XXXXXX</ServerURL>
<ServerGet>request={"policy": "", "tracks": [ {"type": "SD"}], "content_id": "6IXXXXOQZBXXXXXXXX
XXLbg=="}</ServerGet>
<ResponseRaw>
{"status":"OK","drm": [{"type" : "WIDEVINE", "system_id":"edef8ba979d64acea3c827dcd51d21ed"}], "tracks":[{"type
"i"SD", "key_id":" WVXXXXXXX1iBEXXw+XXXXX==","key" :" WSXXXXXXXZHXTFhXXXXXvw==","pssh":[{"drm_type":"WIDEVIN
E","data" : " ERXXXXXXXXXXXXXXXXX6SKGLGXXXXXXXXQ6IebXXXZ8kSYMXXXXXXXXXXXXXXXXF3IXXXX=="}]}]}</ResponseRaw>
</WideVine>
<PlayReady diffgr:id="PlayReadyl" msdata:rowOrder="0" diffgr:hasChanges="inserted">
<Key >W5XXXXXXXZHXTFhXXXXXvw==</Key>
<KeyHEX>5bXXXXXXXXXX9191fXXe38XXXXXX56bf</KeyHEX>
<KeyIDGUID>5XXXXXX3-36XX-5XX8-8XX1-1OXXXXXXXXXb</KeyIDGUID>
<LAURL>https://playready.ezdrm.com/cency/preauth.aspx?pX=XXXXXX</LAURL>
<Checksum>1Xg+XXXXXX0=</Checksum>
</PlayReady>
</EZDRM>
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Apple FairPlay Streaming

Sending a AssetlID for existing keys will allow you to encrypt content with the same
DRM values as other content and have that content share one license. If you call an
AssetID you will get the back all the DRM key information for that AssetID.

Option 1: Request existing DRM keys using EZDRM Key Servers API

a. Torequest existing DRM keys through Advanced REST client (ARC) API, open a
session and select HTTP Request. If you do not have the ARC plug-in for
Chrome, see Appendix 2 for instructions.

b. Change the Method dropdown to GET.

htoss)
https://

Socket
POST N

History A
PUT Headers

c. Enter the Request URL below updated with your AssetID, username, and
password:

https://fps.ezdrm.com/api/keys/AssetID?u=Username&p=Password

The parameters are as follows:

Parameter Description

AssetID Existing FairPlay AssetID
u EZDRM username

p EZDRM password

HTTP request Method Request URL
GET ~ http://fps.ezdrm.com/api/keys/AssetID?u=Username&p=Password
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Socket

History A
Today

POST  http:/fps.ezdrm.com/api/keys/AssetiD?u...
Monday, February 26, 2018

GET http:/fps.ezdrm.com/api/keys/1fdfc660-c7...
POST  http:/fps.ezdrm.com/api/keys?u=cpix@e...
Friday, February 23,2018

POST  http:/fps.ezdrm.com/api/keys?u=cpix@e...

Saved ~

Save a request and recall it from here

Use meta+s to save a request. It will appear in this
place.

Proiects v

EZDRM ]

D ol (al R gms Management

Method

POST

Request URL

~ http://fps.ezdrm.com/api/keys/AssetiD?u=USERNAME&p=PASSWORD I

Parameters A

Headers Body Variables

I_D <> Togglesourcemode 4 Insert headers set

Header name Header value

ADD HEADER

A~/ Headers are valid Headers size: bytes

pLAlNelE 160.20 ms

0O a o

DETAILS v

There was an error parsing XML data

<FairPlay>
<AssetID>1XXXXXX0- c7ed-4xxx-b15c-xxxxxxxxXa25</Asse—1D>
<KeyEEX>D230XXXXXXXXXXXX17300XXXXXXXXXXXX4EABXX X X
<KeyID>03XXXXXXXXXXXXwD /
<KeyUri>gkds//fpsuezasm > XXXXX:
<LicensesUrl>http: //fps m. com/apl/llcenses</L censesU*l>
<SupportedFPSVersions>1</SupportedFPSVersions>

</FairPlay>

The GET will always return the existing DRM keys that are tied to the AssetID.
Option 2: Request DRM keys with curl

Using EZDRM's web service, the curl script below retrieves the DRM values from the
web service.

curl -X POST 'https://fps.ezdrm.com/api/keys/AssetID?U=Username&P=Password' -d ' '

Note: there is a space between the single quotes at the end of the line.

The parameters are as follows:

Parameter Description

AssetID Existing FairPlay AssetID
U EZDRM username

P EZDRM password

The response will always return the existing DRM keys that are tied to the AssetID.
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Sample curl script with AssetlD:

curl -X POST 'https://fps.ezdrm.com/api/keys/IXXXXXX0-c7ed-4XXX-b15c-XXXXXXXXXa25?U=Username&P=Password' -
d '

Existing DRM Keys returned:

<FairPlay>
<AssetID>1IXXXXXX0-c7ed-4XXX-b1l5c-XXXXXXXXXa25</AssetID>
<KeyHEX>D230XXXXXXXXXXXX17 30OXXXXXXXXXXXX4EABXXXXXXXXXXXX434927IXXXXXB< /KeyHEX>
<KeyID>BFXXXXXXXXXXXXWDRFUrJ /XXXXXXXXXXXXkQOknFXXX=</KeyID>
<KeyUri>skd://fps.ezdrm. com/; IXXXXXX@-c7ed-4XXX-b15¢ -XXXXXXXXXa25</KeyUri>
<LicensesUrl>http://fps.ezdrm.com/api/licenses</LicensesUrl>
<SupportedFPSVersions>1</SupportedFPSVersions>

</FairPlay>
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To install the Advanced REST client (ARC) plug-in for Chrome in order to call

the EZDRM Key Servers API, search for “Advanced REST client” using the Google

search engine.

b. Click the “Advanced REST client - Chrome Web Store” link.
GOOgle advanced rest client 4 Q
All Videos News Images Shopping More Settings Tools

testlng tool out there.
client that makes ..

P LLLLLLLLLLLLLLLSSSS

c. Click on the +Add to Chrome button to install the plug-in.

No complicated forms and scripts. Easy to use yet very powerful. The only REST

£
£
£
£
£
£
/

[l Advanced REST client
advancedrestclient.com
Fokokokd (12213) Extensions 1,150,924 users
OVERVIEW REVIEWS SUPPORT RELATED
. 'Y X K |
ece
Request Request | =
Socket 5
Projects
- ® ot O st O T O onere Othermethods
Raw headers Headers form Predefined sets
History
Import / export
=l

7 AV oV oV oV oV oV oV oV oV oV oV oV oV o 4

d. Click the Add app button to confirm installation.

+ ADDTO CHROME

\\\;

% Compatible with your device {

to create and test custom HTTP
requests.

The web developers helper program '

THIS APPLICATION IS DEPRECATED BY
GOOGLE.

Please, install desktop client from
https://install.advancedrestclient.com

A better API testing tool! ’

o oA A AL
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Add "Advanced REST client"? n

It can:

» Exchange data with any device on the local network or
internet

» Store data in your Google Drive account

TN -

e. Open the plug-in by clicking the ARC app button.

-~ oML

Web Store Docs YouTube Gmail Google Drive Slides

E=

Sheets

ARC k

Return to Apple FairPlay Streaming section to continue instructions for calling the
EZDRM Key servers API.

© EZDRM | www.EZDRM.com 22 (888) 636-9723 | simplify@EZDRM.com




—
B EZDRM s

Digital Rights Management.
simplified.

Additional Information

For additional questions and comments please contact: simplify@ezdrm.com
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