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Digital Rights Management.

Introduction

The base CPIX.aspx URL for EZDRM is shown below:
https://cpix.ezdrm.com/KeyGenerator/cpix.aspx

Here is an example of the URL with parameters defined:
https://cpix.ezdrm.com/KeyGenerator/cpix.aspx?k=KeyID&u=username&p=passwor
d&c=resourcename

The following is the XML return for the test URL above (values returned are defined
in the next sections):

This XML file does not appear to have any style information associated with it. The document tree is shown below.

W <cpix:CPIX xmlns:cpix="urn:dashif:org:cpix” xmlns:ds="http://www.w3.org/2888,/89/xmldsigs" xmlns:pskc="urn:ietf:params :xml:ns:keyprov:pske” xmlns:xenc="http: //wuw.w3.org/2001/64 xmlencs”
xmlns:xsi="http://waw.w3.org/2001/XNL.Schema-instance">
¥ <cpix:(ContentKeylist>
v<cpix:ContentKey kid="eb@b7a53-ab54-4804-826c- 598920976287 id="indy-test-204" explicitIV="KERKVUTXVAHETtog]j4B6g=="">
v <cpix:Datar
V<pskeiSecret>
<pske:PlainValue>NS56UskVBRGBUHYmbSDMcQ==</pske:PlainValues
</pskciSecret>
</cpix:Data>
</cpix:ContentKey>
</cpix:Contentkeylist>
¥ <cpix:DRUSystemlist>
v<cpix:DRMSystem kid="ebBb7a53-2b54-4804-826¢-5989299f6287" systemld="edef8bag-79d6-4ace-a3c8-27decds1d21ed™>
<cpix:PSSH>
AAAADNBIC2gARARATE HLOXNHS 56 yCTCIRRhTQARAFYIARTQEWTEUGTUSASCEFIGZ91hxo Tha2aNRYbmUiMns1a2 kT joi NndaN]U2dFVTOYNDY kZtSnFa0k] odz@9TividHIhy 2t 2T pbTINEL119Kg I TRA==
</cpix:PSSH>
<cpix:ContentProtectionData/>
</cpix:DRMSystems>
v<cpix:DRMSystem kid="eb@b7a53-ab54-4804-826c-598929976287" systemld="02047079-984@-4286-ab92-e65b20885795">
v <cpix:PSSHy
AAACCHBIC2EAAARAMZ TWEZNAQoarkuZb4ThT 1QARA1BOAZAAAQABAE Y CPABXAF IATQBIAEUAQQBEAEUAUZAZAHEADOB SAGHA CHAZAC TABABBAHQACARBAC BALIB ZAGHASAE LAGRAY QB ZAC4AD 0B PAGHAC BVAHIADWBMAHQAL 2B I AGEABQAVAEQAUZBNACB AN ANADAANK
</cpix:PSSH>
¥ <cpix:ContentProtectionData>
PG1zcHI6cHIvP1VESUFEQUVEQVF CREFqHFIdE T TQUUWGVNEQKZE RUVEUKF CRKF GSUFIQUIBOU cwQi 1BQnVESE 1BUF FEaUF HZE FkQUIWQUBQUINQXZEQzhB Y 3dCakFHZOF aUUI0QUAF GWN3QXVERZBBYVF CakFISUF 1 d016QUC 4QVpnQ] BBQZRBLXAC dkFHUEF MR FQU
</cpix:ContentProtectionData>
</cpix:DRMSystem»
v<cpix:DRUSysten kid="eb@b7a53-2b54-4804-526c-598929976287" systemld="04ce867b-07FF-4f43-adb8-93d2f2068ca2">
v <cpix:URIExtXKey>
€2tk018vZnBzLMVEZHItLmNvbS87NDhKNDASY jCtNTVKHY@@ZmU3 LWIZZTELMDg2Yz110DgyYmZi
</cpix:URTExtXKey>
</cpix:DRMSystem>
</cpix:DRMSystemList>
</epix:CPIX>
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Digital Rights Management

CPIX Parameters

The CPIX parameters are as follows using the sample URL below:

https://cpix.ezdrm.com/KeyGenerator/cpix.aspx?k=ebXXXXXX-abXX-4XX4-8X6¢-
XXXXaXXEXXXX&u=username&p=password&c=resourcename&m=1

Parameter Description

k= Key ID value (client generated) in GUID format

u= Username

p= Password

c= Content Resource ID (such as a stream name or media

asset name)
“m” value not provided | Default (returns all available keys)

m=0 Default (returns all available keys)
m=1 MPEG-DASH (PlayReady & Widevine)
m=2 HLS (FairPlay)
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Digital Rights Management.

The sample URL for MPEG-DASH for Widevine and PlayReady is as follows:
https://cpix.ezdrm.com/KeyGenerator/cpix.aspx?k=ebXXXXXX-abXX-4XX4-8X6¢-

XXXXaXXIXXXX&u=username&p=password&c=resourcename&m=1

Key Value Definitions
Here are the descriptions of the key values returned by EZDRM:

cpix:ContentKeyList
kid - Key ID in GUID format

pskc:Secret - the Secret Content Encryption Key in Base 64 generated by

EZDRM and returned as a plain value
DRM System List
kid - Key ID in GUID format
systemld - Widevine System ID
cpix:PSSH - Widevine PSSH value
kid - Key ID in GUID format
systemld - PlayReady System ID
cphePSSH - PSSH Value
ContentProtectionData - the MS Pro Header

XML Return

This XML file does not appear to have any style i iated with it. The d. tree 1s shown below.

urn: A
3.0rg/2001/XNLSchema-instance">

X KeyLis
DRMSystemList>
x:DRMSystem kid="

d="edef8ba2-79d i3

qXnhSs63yC bm:

11System>

v <cpix:DRMSystem kid=" b54-4804
v <cpix:PSSH>

et BAL

JPbIINEI119KgITRA==

dashif:org:cpix” xmlns:ds="http://wmi.u3.0rg/2000/09/xmldsigs" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" xmlns:xenc="http://wmi.w3.0rg/2001/04/xmlencs"

</cpix:PSSH>
v<cpixiContentProtectionData>

g ) RKFGSUF: HZOF:

BQUVEQ!
</cpix:ContentProtectionData>
</cpix:DRMSystem>
</cpix:DRMSystemList>
</cpix:CPIX>
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Digital Rights Management

Apple FairPlay DRM for HLS (m=2)

The sample URL for HLS for Apple FairPlay is as follows:
https://cpix.ezdrm.com/KeyGenerator/cpix.aspx?k=ebXXXXXX-abXX-4XX4-86¢-
XXXXaXXIXXXX&u=username&p=password&c=resourcename&m=2

Key Value Definitions

Here are the descriptions of the key values returned by EZDRM:

cpix:ContentKeyList
kid - Key ID in GUID format
- Apple FairPlay Explicit IV value
Secret - the Secret Content Encryption Key in Base 64 generated by EZDRM
and returned as a plain value
DRM System List
kid - Key ID in GUID format
systemld - Apple FairPlay System value
URIExtXKey - the Apple FairPlay URI Ext Key value

XML Return

This XML file does not appear to have any style information associated with it. The document tree is shown below:

pix="urn:dashif:org:cpix” xmlns:ds="http://wi.u3.0rg/2000/09/xnldsigs" xnlns:pske="urn:ietf:parans:xml:nsikeyprovipske” xmlnsixenc="http://uwm.u3.0rg/ 2001/ 04/ xmlencs"
B w3.org/2081/XMLSchema-instance™>

vecpix temlist>
v<cpix:DRHSystem kid="eb8b7a53-ab54-4504-826c-5080a0976287" systemld="04ce86Tb-07f-4f43-adbs-03d2fag68ca2">
v <epix:URTExtXKey>

ZnBzLmVEZHI £ LmNvbS87MTU: TkSMzULY2: 5]
TExtXKey>
n>

<fc Syste
</cpix:DRMSystenlist>
</epix:CPIX>
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Digital Rights Management.

Default CPIX.aspx (m=0// no m value)

When no “m” value is provided, the default XML file is sent with all available key
values.

Key Value Definitions
Here are the descriptions of the key values returned by EZDRM:

cpix:ContentKeyList
kid - Key ID in GUID format
- Apple FairPlay Explicit IV value
pskc:Secret - the Secret Content Encryption Key in Base 64 generated by
EZDRM and returned as a plain value
DRM System List
kid - Key ID in GUID format
systemld - Widevine System ID
cpix:PSSH - Widevine PSSH value
kid - Key ID in GUID format
systemld - PlayReady System ID
cphePSSH - PSSH Value
ContentProtectionData - the MS Pro Header
kid - Key ID in GUID format
systemld - Apple FairPlay System value
URIExtXKey - the Apple FairPlay URI Ext Key value

Below is an example of the default XML return:

This XML file does not appear to have any style i i iated with it. The d tree is shown below.

v<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix” xmlns:ds="http://wwu.u3.org/2000/09/xmldsigs" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc” xmlns:xenc="http://wmm.w3.0rg/2001/04/xnlencs"
xml org/2001/XHLSchema-instance”>

"indy-test-004" explicitIV="KERKVU7XVAHEft9gIj486g==">

“edef8bag-79d6-4: o>

JpbTINET119KgITRA==

hf PABXAF 1 8AL

</cpix:PSSH>
:ContentProtectionData>

q RKFGSUF: HZOF HMEFMd@IFQU

BQUVEQ!
ntentProtectionDatas
x:DRNSystem>

<Jept
v :URIExtXKey>
m cpi XEXKey>

DRNiSystem>

</cpix:DRMSystemList>
</cpix:CPIX>
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Digital Rights Management.
Simplified.

Additional Information

For additional questions and comments please contact: sales@ezdrm.com
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